s# serv.host

ACCEPTABLE USE POLICY (AUP)

SERV.HOST GROUP LTD — serv.host Services

Date of publication: 3 August 2026. Version 4.

This Policy takes effect on 3 August 2026, upon publication on the Website. It forms an integral part of the Service Agreements published on the Website (the Terms of
Service of SERV.HOST GROUP LTD and the Russian Offer of the Russian partner) and applies to all Services regardless of the contracting party selected by the
Customer.

1. General 1.1. This Acceptable Use Policy ("AUP") is issued by SERV.HOST GROUP LTD (Company No. 15728390, registered office: 71-75
Shelton Street, Covent Garden, London, United Kingdom, WC2H 9JQ) as the operator of the serv.host platform, and defines the
prohibited and restricted uses of the Services, resource and network usage rules, enforcement measures and the procedure for
handling abuse reports.

1.2. The Operator reserves the right to determine, at its sole discretion, whether particular conduct constitutes a violation of this AUP,
based on its own monitoring data, abuse reports and other available information. Depending on the severity of the violation, the
measures provided in Section 11 may be applied after prior notice or, in the event of severe violations (Section 3), immediately and
without prior notice, with subsequent notice to the Customer of the measures taken and the reasons within 24 (twenty-four) hours.

1.3. Capitalised terms used in this AUP ("Services", "Customer", "Tariff", "Account”, "Ticket System", "Service Agreements") have the
meanings given in the applicable Service Agreement and the User Agreement published on the Website. For contracts concluded
under the Russian Offer, "Account” corresponds to the term «Y4éTtHasa 3anucb», and "Customer" is used in the meaning given in the
Russian Offer.

1.4. For the purposes of this AUP, violations are classified as severe violations (Category A, Section 3) and other violations (Category
B, Section 4). The Operator referred to in this AUP means SERV.HOST GROUP LTD acting as the operator of the serv.host platform;
measures under this AUP are applied in respect of the Services regardless of the contracting party selected by the Customer.

2. General Principles 2.1. The Customer must use the Services responsibly, in a manner that does not degrade the performance, stability or security of the
Operator's infrastructure or of the services provided to other customers.

2.2. The Customer must comply with all laws and regulations applicable to the Customer, to the hosted content and to the activity
carried out through the Services, including the law of the server location, the law applicable to the relevant Service Agreement and the
law of the Customer's own jurisdiction.

2.3. The Customer must take reasonable measures to protect its own servers and applications, including timely installation of security
updates, strong passwords and access controls, firewalls and disabling of unused services.

2.4. The Customer must promptly notify the Operator via the Ticket System of any known compromise of its server or Account and of
any security incident affecting the Services.

2.5. The Customer must hold all rights necessary for the data and software used on the Services and is solely responsible for all
information, software and other materials stored on or transmitted through the Services.
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2.6. Spam, phishing and any other abusive activity are prohibited (Sections 3 and 6).
2.7. Bulk e-mail campaigns are permitted only in compliance with Section 6 of this AUP and applicable anti-spam law.

3. Severe Violations 3.1. Itis prohibited to store, publish, distribute or transmit through the Services any materials, software, data or other information that:

(Category A) is unlawful under applicable law; infringes copyright, related rights, patents, trademarks, trade secrets or other intellectual property
rights; contains stolen, leaked or unlawfully obtained personal data, databases, accounts, access tokens, API keys, passwords,
cookies, cryptographic keys or other confidential information, or materials obtained through unauthorised access or data leaks;
contains malware, exploits, shellcode, webshells, remote-administration tools, command-and-control (C2) infrastructure, post-
exploitation tools or other tools designed primarily for unauthorised actions, or materials intended to commit or substantially facilitate
computer crimes; is used for fraud, phishing, social engineering, dissemination of deceptive information or unlawful money-making
schemes (including fake login pages, scam investment schemes and counterfeit marketplaces); relates to unlawful trade in goods,
services, counterfeit products or other items whose circulation is restricted or prohibited by law; promotes terrorism, extremism,
violence or hatred, or contains materials of organisations banned under applicable law; contains child sexual abuse material,
instructions for making prohibited items or other materials whose dissemination is prohibited by law; or violates privacy rights,
contains personal data without a lawful basis or is used for harassment, blackmail, threats or other unlawful purposes.

3.2. Itis prohibited to use the Services for: sending unsolicited bulk messages (spam) via e-mail, messengers, social networks, SMS
or other channels; organising, carrying out or facilitating network attacks of any kind, including DoS/DDoS, flood, amplification and
reflection attacks, application-layer (Layer 7) attacks, SYN flood, UDP flood and DNS amplification; unauthorised scanning of
networks, ports, services and information systems; searching for, exploiting or automatically testing vulnerabilities without the consent
of the owner of the relevant systems; password guessing (brute force), credential stuffing, password spraying, enumeration of
verification codes and other methods of obtaining unauthorised access; spoofing of IP, ARP, DNS or MAC addresses, BGP routes or
other network identifiers; exploiting open DNS, NTP, SSDP, Memcached, proxy or other services to amplify attacks or conceal their
source; creating, hosting, operating or controlling botnets, C2 infrastructure, proxy networks or other means of remotely controlling
malware; creating, storing, distributing or using viruses, trojans, worms, ransomware, spyware, stealers, rootkits, droppers, loaders,
backdoors, cryptojackers, webshells or other malicious programs or components; carding, checking stolen payment cards or stolen
credentials, circumventing anti-fraud systems or other activity connected with payment fraud; phishing, pharming, social engineering,
creating fake login pages, clone websites, fraudulent online stores, investment schemes, financial pyramids or other services
intended to mislead users; circumventing technical protection measures, licensing mechanisms, DRM, anti-cheat systems,
authentication or other security systems; mass registration of accounts, circumventing restrictions of third-party services, artificially
inflating views, followers, likes, votes, reviews, ratings or similar metrics; interfering with the operation of the platform, equipment,
network infrastructure, software or the services of other customers; creating excessive load on the infrastructure or using resources in
a way capable of affecting the stability or availability of the Services for other customers; or any other activity that violates applicable
law, the rights and lawful interests of third parties or threatens the security of information systems.

3.3. Itis also prohibited to use the Services for: operating unlicensed financial services (including payment processing, exchange and
money-transfer services) and unlicensed gambling services; hosting darknet marketplaces and services intended to provide
anonymous access to unlawful content; activity aimed at evading sanctions or supporting persons subject to applicable sanctions
regimes; doxxing, swatting and publication of private information for the purposes of threats, harassment or intimidation; and
deceptive representation of affiliation with, or endorsement by, the Operator.
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3.4. Zero tolerance: any child sexual abuse material (CSAM) results in immediate blocking of access and termination of all Services
without prior notice and without refund (with subsequent notice where required by applicable law). The Operator preserves the related
evidence (access logs, Account and payment data) in secure storage for at least 90 (ninety) calendar days or for such longer period
as a competent authority requires, and reports the matter to the competent law-enforcement authorities. The Customer is not notified
where notification could prejudice an investigation or is prohibited by law. Reports of CSAM are processed with the highest priority,
outside the ordinary time limits of Section 12, and may be submitted anonymously.

3.5. Operating public (open) proxy servers, public VPN services, TOR exit nodes and other public anonymisation services without the
prior written consent of the Operator is treated as a severe violation. Private VPN use for the Customer's own needs is permitted.

4. Other Violations (Category  4.1. The following are prohibited and are normally treated as Category B violations: storing or distributing content that infringes

B) copyright or other intellectual property rights (including torrent seeding and file sharing of infringing materials); cryptocurrency mining,
validation ("staking" using computing resources) and similar computation-farming activity, unless expressly permitted by the Tariff
description or by the Operator's prior written consent, which may be made subject to resource limits and additional fees; sustained
abnormal load within the meaning of Section 5; automated data collection (scraping) in breach of the terms of third-party services;
deepfakes and Al-generated content infringing the rights of third parties; bandwidth-sharing and other "passive income" services;
hosting pornographic content and links to it; advertising fraud, click fraud and artificial inflation of views, followers, ratings or similar
metrics; operating open DNS resolvers, open SMTP relays or other misconfigured services capable of being used in amplification
attacks; and keeping content that is the subject of a substantiated infringement complaint (including DMCA-type notices) after expiry
of the remedy period.

4.2. In the event of a Category B violation, the Operator issues a written warning via the Ticket System or e-mail with a remedy period
of no less than 24 (twenty-four) hours and no more than 5 (five) business days, unless the nature of the violation requires otherwise. If
the violation is not remedied within that period, the affected Services may be restricted or suspended; repeated or unremedied
violations may result in termination of the agreement in accordance with the applicable Service Agreement.

4.3. The Operator may treat a Category B violation as a severe violation (Category A) taking into account its gravity, intent, repetition
and consequences. Conversely, for a first non-intentional violation (for example, where the Customer's server was compromised by
third parties or misconfigured), the Operator may apply a softer measure, such as a warning or temporary restriction.

5. Resources, Traffic and IP 5.1. The Customer must stay within the resource limits of the Tariff. On plans with shared resources, sustained maximum utilisation of
Addresses CPU, disk 1/0 or network that degrades the performance of other customers (“abnormal load") is prohibited.

5.2. For the purposes of this AUP, "sustained abnormal load" on plans with shared resources normally means utilisation of more than
90% of the allocated vCPU resources for more than 12 (twelve) hours continuously or more than 72 (seventy-two) hours cumulatively
within any 7 (seven) days. Short peaks (as a rule, up to 4 (four) hours within any 24 hours) are permissible provided they do not
degrade the services of other customers.

5.3. Where the stability of the infrastructure or the quality of the services of other customers is affected, the Operator may temporarily
limit resources, request optimisation of the workload or offer migration to a more suitable Tariff. The Customer must reasonably
cooperate with such requests.

5.4. Port bandwidth, burst speed, traffic limits and the consequences of exceeding them (including bandwidth limitation and migration
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6. E-mail, Anti-Spam and
Ports

7. Software Licensing

8. Critical Systems

to a Tariff with a dedicated channel and metered traffic) are governed by the applicable Service Agreement (clauses 5.11-5.14 of the
Russian Offer, clauses 4.7-4.10 of the Terms of Service) and the Tariffs. Such limitations applied in accordance with the Service
Agreements are not downtime under the SLA (clause 2.4 of the SLA).

5.5. It is prohibited to systematically order and cancel Services (including with refund or recalculation requests) in order to cycle
through or harvest IP addresses or to circumvent blocks imposed on IP addresses. The related limit of 2 (two) recalculations per
Account per calendar month is established by the Service Agreements.

5.6. IP addresses are provided for use with the Services and remain under the operator's control. Actions that result in IP addresses
being blacklisted (spam databases, government registries, payment or platform blocks) are treated as a violation of this AUP; the
operator may charge the actual costs of delisting or replace the affected addresses on a paid basis.

5.7. Where the Services are terminated as a result of a violation described in clause 5.6, the consequences for refunds are governed
by the applicable Service Agreement and applicable law. The operator may deduct from any refundable amount its documented costs
of delisting the affected IP addresses, replacing them and remedying the consequences of the violation; where such costs equal or
exceed the refundable amount, no refund is made.

6.1. Port 25 (SMTP) is closed by default on all Tariffs.

6.2. The Customer may request the opening of port 25 via the Ticket System. Opening is at the Operator's discretion, may require
verification of the intended use and compliance with anti-spam requirements, may be made subject to an additional fee and is not
guaranteed; refusal to open port 25 is not a ground for a refund.

6.3. Mass e-mail sending is permitted only in compliance with applicable anti-spam law, including prior (opt-in) consent of recipients, a
working unsubscribe mechanism and accurate identification of the sender, and within the technical limits of the Tariff. The Operator
may request evidence of recipients' consent and take complaint rates into account.

6.4. The Customer must maintain valid SPF, DKIM and DMARC records for domains used for sending e-mail through the Services.

6.5. The Operator may monitor aggregate sending patterns and restrict e-mail traffic where necessary to prevent abuse and maintain
the reputation of its network.

7.1. The Operator does not sell or sublicense third-party software, unless expressly stated in the Tariff or in the invoice. The "bring
your own licence" model applies: the Customer independently obtains the licences it needs.

7.2. The Customer warrants that it holds valid licences for all software installed or used on the Services.

7.3. Non-activated operating-system images and installation media may be provided for convenience and testing only; the Customer
is responsible for activating them with valid licence keys.

7.4. The Customer reimburses the Operator's documented losses, claims and expenses (including audit costs and penalties) arising
out of the Customer's breach of software licensing terms, in accordance with the applicable Service Agreement.

8.1. The Services are not designed for use in systems whose failure may cause harm to life, health or the environment (including
medical, aviation and other safety-critical systems), or for objects of critical information infrastructure (including within the meaning of
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Russian Federal Law No. 187-FZ). The Customer confirms that it does not use the Services for such purposes; all related risks lie with
the Customer.

9. Account Information 9.1. The Customer must provide accurate and complete contact information upon registration and keep it up to date in accordance
Integrity with the applicable Service Agreement and the User Agreement.

9.2. Disposable or temporary e-mail addresses may not be used as the Account contact address. Privacy-oriented e-mail services
with permanent mailboxes are not considered disposable.

9.3. Where the Operator reasonably suspects that the contact address is disposable or that the Account information is inaccurate, it
notifies the Customer and allows no less than 48 (forty-eight) hours to update the information before applying restrictions.

9.4. Changes to contact information must be reflected in the Account within 7 (seven) calendar days. All Account information must be
genuine, belong to the Customer and must not impersonate another person; for legal entities, the Account is registered by an
authorised representative.

10. Security and Incident 10.1. Where the Customer's server is compromised or involved in abusive activity, the Operator notifies the Customer where
Response practicable and may apply the measures provided in Section 11.

10.2. Upon the Operator's reasoned request, the Customer must promptly remediate vulnerabilities, remove malware, reinstall the
operating system where necessary and change compromised credentials.

10.3. The Customer must cooperate in good faith with investigations of incidents and abuse reports and provide relevant logs and
information within the limits of applicable law.

10.4. The Operator complies with binding requests of competent state, regulatory and judicial authorities of the applicable
jurisdictions.

11. Enforcement 11.1. In the event of a violation of this AUP, the Operator may, taking into account the nature, duration, gravity and consequences of
the violation, apply one or more of the following measures: a warning with a remedy period (no less than 24 hours and no more than 5
business days, unless the nature of the violation requires otherwise); full or partial restriction or suspension of the Services; blocking
of individual resources, IP addresses, ports, network connections or traffic types; termination of the agreement in accordance with the
applicable Service Agreement. In the event of severe violations (Section 3) or binding demands of competent authorities, measures
may be applied immediately and without prior notice, with subsequent notice to the Customer of the measures taken and the reasons
within 24 hours.

11.2. The Operator maintains an internal record of confirmed violations for each Account, reflecting their number and gravity.
Repeated or systematic violations result in escalating measures, up to termination of the agreement; a single sufficiently grave
violation (in particular, a Category A violation) may result in immediate termination. Complaints that are withdrawn, successfully
contested or recorded in error are not counted.

11.3. The Customer must respond to abuse notifications within 24 (twenty-four) hours of the notice being sent via the Ticket System or
e-mail. Failure to respond in time is an independent ground for suspension.

11.4. The Customer may submit a reasoned objection to any measure via the Ticket System, with supporting evidence. Measures
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found to have been applied in error are lifted without undue delay.

11.5. Suspension or termination of the Services due to a violation of this AUP is not compensated; the consequences for refunds are
governed by the applicable Service Agreement and applicable law. The operator's system records are the primary evidence of the fact
and time of a violation.

11.6. The Customer shall reimburse the operator's documented losses caused by the violation (including fines of registries and
payment systems and the costs of handling abuse complaints) in accordance with the applicable Service Agreement.

12. Abuse Reports (Notice 12.1. Abuse reports are accepted at abuse@serv.host or via the Ticket System. The operator does not pre-moderate customer
and Action) content and acts on the basis of received reports and its own monitoring.

12.2. A report should contain: a sufficiently substantiated explanation of why the content or activity is considered unlawful or in breach
of this AUP; the exact location of the material (URL, IP address and other identifiers); the name and e-mail address of the notifier
(optional for CSAM reports); and a statement that the report is submitted in good faith and that the information in it is accurate.
Submission of reports is free of charge.

12.3. The Operator acknowledges receipt of a report and begins its review normally within 24 (twenty-four) hours (48 (forty-eight)
hours for cases requiring in-depth analysis), reviews reports diligently and objectively, does not use solely automated decision-making
for such reviews and, where contact details were provided, informs the notifier of the decision taken.

12.4. Where measures are taken against the Customer's content or Services on the basis of a report, the Customer receives a
statement of the reasons and may object under clause 11.4, except where notification is prohibited by law or could prejudice an
investigation (including CSAM cases under clause 3.4).

12.5. Knowingly false or malicious reports are prohibited; the Operator may refuse to process further reports from their senders. The
Operator reviews all reports but is not obliged to disclose the details or results of its investigations.

13. Changes to this AUP 13.1. This AUP may be amended in the manner established by the applicable Service Agreement. The current version is published on
the Website.

14. Language | AA3bIK 14.1. This AUP is drawn up in English. A Russian translation is provided below for convenience; in the event of any discrepancy the

DOKYMEHTa English version prevails, except for relations governed by the law of the Russian Federation.

14.2. HacTtosiwas MonvMtuka cocTaB/ieHa Ha aHIIMMCKOM A3blke. Hke npruBeaéH NepeBof, Ha PYCCKUIA A3bIK; MPU PACXOXAEHNSIX
NPeUMyLLECTBO MMEET aHruiickas Bepcusi, 3a WCKIHYEHMEM OTHOLUEHWI, peryvpyembiX 3akoHogatesibcTBOM Poccuiickoit
depepaymn.

NONTIMTUKA AONYCTUMOIO UCMNMOJIb3OBAHUA (AUP)

SERV.HOST GROUP LTD — ycnyru serv.host (nepeBog Ha pyCCKUii AA3bIK)

[Jata ny6nukaunn: «03» aBrycta 2026 r. Pegakumusa Ne 4.
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MonuTtuka BCcTynaeT B cuny 3 aBrycta 2026 r. ¢ moMeHTa nybavkauum Ha Calite, ABSeTCA HeoTbeMieMoli YacTbio CepBUCHbIX COrnalleHnii, ony6mkoBaHHbIX Ha Calite
(Terms of Service komnaHn SERV.HOST GROUP LTD n My6myHoi odepTbl PO poccuiickoro napTHEpa), 1 NPUMEHSAETCS KO BCEM YCyram He3aB1MCMMO OT BbIGpaHHOA
KnimeHTom CTOpOHbI A0rosopa.

1. O6wume nosioXKeHus 1.1. HacTosiwas Monntmka AonycTumoro ucnonb3oBaHus («AUP») nsgaHa komnaHnei SERV.HOST GROUP LTD (Company No.
15728390, 3apeructpupoBaHHblii odmc: 71-75 Shelton Street, Covent Garden, London, United Kingdom, WC2H 9JQ) kak
onepaTopoM niaTgopmbl serv.host 1 onpegenseT 3anpeLléHHble U orpaHnYeHHble cnocobbl MCNOb30BaHUA Ycyr, npasuia
CMO/Ib30BaHNs PECYPCOB U CETU, MEPbLI pearMpoBaHnst U NOPSA0K PACCMOTPEHUS] COOBLLIEHNIA O HAPYLLEHUSIX.

1.2. OnepaTop BnpaBe CamoOCTOATE/IbHO ONpefeniaTb, SABASETCA M noBedeHve KnveHTa HapyweHnem Hactoswel AUP, Ha
OCHOBaHUM pe3y/IbTaToB CO6CTBEHHOIO MOHUTOPUHIA, MOCTYNMBLUMX Xas106 (abuse-o6patlLeHnii) 1 MHOW AOCTYMHON nHdopmaumm. B
3aBUCUMOCTU OT TSXECTU HapyLLUEeHNA Mepbl, TPefyCMOTPEHHbIe pasfenom 11, npuMeHSATCSA ¢ npeaBapuTesibHbIM YBEAOM/IEHVEM
KnueHTa nnbo, npu rpybbix HapyweHusx (pasgen 3), HesamenmMTesibHO 1M 6e3 npeaBapuTenibHOro yBEAOM/IEHMS — C
nocneyoLwmM ysefomneHmem KimeHTa o NPYHATLIX Mepax 1 NpuUmMHax ux NnprMeHeHus B TedeHne 24 (asafuaty YeTbIpEX) Yacos.

1.3. TepmuHbl, ncnosb3lyeMble B Hactosiwelr AUP c 3arnaBHoi GykBbl («Ycnyru», «KnneHT», «Tapud», «AkKayHT», «TuUKeT-
cuctemMa», «CepBUCHble CcOrnalleHns»), UMelT 3Ha4yeHWs, YCTaHOB/IEHHble MNpPUMeEHMMbIM CepBUCHBLIM CornalleHvem u
Monb3oBatensckuM cornaweHnemM, onybvkoBaHHbIMM Ha Caite. [11s AOrOBOPOB, 3aK/OYEHHbIX No y6nvyHoi odepte PO,
TEPMUH «AKKayHT» COOTBETCTBYET TEPMUHY «YUYETHASA 3annCb», a TEPMUH «K/IMEHT» NCMOMb3yeTcs B 3HaYeHU [Ny6nyHon ohepThl
Po.

1.4. Ans uenein HacToswen AUP HapylueHus noapasaenstoTcsa Ha rpyoble HapyLlieHus (kaTeropus A, pasaen 3) U MHble HapyLLeHns
(kateropus B, pasgen 4). MNMog OnepaTtopom B HacTosiwen AUP noHumaeTtcss SERV.HOST GROUP LTD kak onepaTop naatopMbl
serv.host; Mepbl No HacTosWen AUP NpMMEHSAIOTCA B OTHOLLUEHUM YCyr He3aBUCKMO OT BbIGpaHHOW KiMeHTOM CTOPOHbI 40roBopa.

2. O6Wwme NPUHLUNbI 2.1. KnveHT 065a3aH 1cnosb3oBaTb YCNYyrM OTBETCTBEHHO — Tak, YTOObl He yxyAwarb NMPou3BOAUTESIbHOCTb, CTabu/ibHOCTb U
6e30nacHoOCTb MHAPACTPYKTYpbl Oneparopa v ycnyr, NpefocTaBNAeMbIX APYTUM KIUEHTaM.

2.2. KnMeHT 06si3aH co6MtogaTh BCE 3aKOHbl M HOPMAaTWBHbIE akTbl, MPUMeHVMble K KMeHTy, pasMeliaemMoMy KOHTEHTY U
OCYLLECTBNSIEMOV Yepe3 YCnyr [esiTe/lbHOCTU, BK/IoYasi MpaBo MecTa pasMellleHusi cepBepa, NpaBo, MpYMeHMMoe K
cooTBeTcTByOWEMY CepBUCHOMY COr/lalleHnto, 1 NPaBo PUCAMKLMM camoro KveHTa.

2.3. KNMeHT 06si3aH MpuHUMaTh pasyMHble Mepbl 3aliyTbhl CO6CTBEHHbLIX CEPBEPOB W MPWIOXKEHWI, BKIOUYAs CBOEBPEMEHHYIO
YCTaAHOBKY OGHOB/IEHUIA 6e30MacHOCTW, HafEXHble MNapo/In U KOHTPO/Ib AO0CTyMNa, MEXCETEBble 3KpaHbl U OTK/IOUeHue
HeWNCcnosib3yeMbIX CEpPBUCOB.

2.4. KnneHT 06513aH He3amennTenbHO yBeaoMNATb Onepartopa yepes3 TUKeT-CUCTEMY O CTaBLUel eMy U3BECTHOM KOMIpoMeTaLmm
CBOEro cepBepa nanm AkkayHTa, a Takke 06 MHuugeHTax 6e30nacHOCTH, 3aTparnBaroLLmx YCiyru,

2.5. KnueHT 06s3aH o6najatb BCEMM MNpasBamu, HEOOXOAWMbIMU A1 UCMO/b3YeMbIX Ha YCayrax AaHHbIX U MPOrpaMMHOro
obecrneyeHusi, U HECET eMHOMNYHYI0 OTBETCTBEHHOCTb 3a BCH0 MHPOPMaLIMI0, MPorpaMMHoe obecneyeHne U UHble maTepuabl,
pasmellaemMble Ha Ycayrax Ui nepefaBaemble Yepes HUX.

2.6. Cnam, dovnHr 1 Niobast nHas 310ynoTpebuTenbHas akTMBHOCTb 3anpeLeHsl (pasgens! 3 v 6).
2.7. MaccoBble e-mail-paccbl/ikv  [0ONycKalTCcsa TOMIbKO € cobnogeHvem pasgena 6 HactoAwein AUP 1 npuMeHMMOro
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3akoHoaaTesibCTBa O CrnamMme U peksiame.

3. Fpy6Gble HapyLweHus 3.1. 3anpewaeTtcs xpaHuTb, Ny6AMKOBaTb, PACNPOCTPaHATL, NepefaBartb WM NHbIM 06pa3oM UCMO/Ib30BaTbh NOCPEACTBOM YCnyr

(kateropus A) martepvasbl, MporpamMMHOe obecrneyeHne, AaHHble UK VHYH MHPOPMaLMo, KOTOpbIe SIBASKOTCA HE3aKOHHLIMU NO NPUMEHUMOMY
3aKOHOAATENbCTBY; HapyLllatoT aBTOPCKUE, CMEXHble, NMaTeHTHble, TOBapHble 3HaKW, KOMMEPYECKYH TaliHy b0 MHble npasa
NHTENNEKTyalbHOl CO6CTBEHHOCTU; COAEPXAT YKPaAEHHbIE, YTEKLIME NGO HE3AKOHHO MOJyYeHHbIE NePCOHasIbHbIE AaHHble, 6a3bl
[JaHHbIX, Y4YETHble 3anvcu, TOKeHbl AocTyna, API-knaioumn, naponu, dainsl cookie, Kpuntorpaduyeckme Kaoun simbo UHYH
KOH(hnaeHUManbHy0 NHOpPMaLMIo; cogepxaT MaTepuasibl, NolyyeHHble B pe3ysibTaTe HeCaHKLMOHMPOBAHHOIO JocTyna nnbo
yTEUKM MHopMauun; cogepXaT BpPeAoHOCHOE MporpaMmHoe obecneyeHue, akcnionTel, shell-koabl, webshell, cpeacTtBa
yaanéHHoro ynpasneHusi, C2-MHppacTpyKTypy, WHCTPYMEHTbI MOCT3KCnyaTauuM svMbo WHble CPEeACTBa, NpefHasHayeHHble
NMPEUMYLLECTBEHHO [/151 COBEPLUEHMSI HECAHKLUMOHUPOBAHHbLIX AENCTBWIA; npefgHa3HayeHbl A1 COBEPLUEHNS KOMMbHTEPHbIX
npecTynnexnnii Nnbo CyLlecTBEHHO 06/1eryalT MX COBEPLUEHUE; UCMO/b3YHTCSA A/19 MOLIEHHUYECTBA, (OULLMHIA, CoLMasibHOM
NHXEHEepWK, pacnpoCTpaHeHNs NTIOXHON MH)OpMaL MK C Liesibio 06maHa Nonib3oBaTenei, peasimsaumm CXem HE3aKOHHOTO NOTyYeHNS
[EHEXHbIX CPeAcTB MO0 MHbIX MOLLIEHHUYECKUX OEWCTBWIA; CBA3aHbl C HE3AKOHHLIM 060POTOM TOBAPOB, YCAYr, KOHTPadakTHOW
NPOAYKUUM /TGO UHBIX 06BEKTOB, 060POT KOTOPbIX OFPaHNYEH 1K 3anpeLLéH 3aKoHOM; nponaraHAanpyoT TePPOPU3M, IKCTPEMMU3M,
Hacunune, pasxuraHne HeHaBUCTU NNOO codepXaT MaTepuasibl OpraHM3alunini, AeaTesIbHOCTb KOTOPbIX 3anpelleHa NprMeHNMbIM
3aKOHOAATENNbCTBOM; COAEPXAT MaTepuasibl CEKCyaslbHOW aKcnayatauun fgeTeid, UHCTPYKLMN MO U3roTOB/IEHWNIO 3anpeLyéHHbIX
npeaMeTOB WM WHble MaTepuasibl, PacnpoCTPaHeHME KOTOPbIX 3amnpeLieHo 3aKoHOA4ATEeNIbCTBOM; HapyllalwT MnpaBo Ha
HEMPUKOCHOBEHHOCTb YaCTHOWM XM3HW, COAEpXaT MepCcoHaslbHble AaHHble 6e3 3aKOHHbIX OCHOBaHW NGO MCNOMb3YHTCS AN
npecnefoBaHns, WaHTaxa, yrpo3 Uan MHbIX NPOTUBONPABHbIX Liesieil B COOTBETCTBMM C MPUMEHUMbIM 3aKOHOAATEIbCTBOM.

3.2. 3anpeLyaeTcs Ncnosb30BaTh YCAyru 411 MaccoBOW PacChl/IKM HECOr1aCoBaHHbIX COO6LLEHMI (Cnama) No 3/1eKTPOHHOI noyTe,
B MeCCEeHIKepax, CouMaibHbIX CceTsX, SMS 1 MHbIX kKaHa/1lax CBA3W; opraHnsalmn, NpoOBeAEHUS NN COAENCTBNS CETEBLIM aTakam
nwboro Bnaa, Bknoyasd DoS, DDoS, cnya, amnnndukauuio, reflection-atakm, atakun ypoBHs npunoxenuii (Layer 7), SYN flood, UDP
flood, DNS amplification n uHble aHa/IOTN4YHbIE AENCTBUSA; HECAHKUMOHUPOBAHHOIO CKaHMPOBaHWA ceTeli, NOPTOB, CEPBMCOB U
NHGOPMALMOHHBIX CUCTEM; MOUCKa, aKCnayaTaumm nmbo aBTOMaTM3npOBaHHOW NPOBEPKN YA3BMMOCTEN 6e3 cornacus Bnagesbua
COOTBETCTBYHOLUMX CUCTeM; nogobopa naponen (brute force), credential stuffing, password spraying, nepe6opa KoaoB
NOATBEPXAEHMS N MHBIX CMNOCOO0B NOTyYEeHNSA HECAHKLMOHMPOBAHHOIO A0CTyna; noameHsbl IP-, ARP-, DNS-, MAC-agpecos, BGP-
MapLLPYTOB U MHbIX CETEBbLIX UAEHTUMMKATOPOB; aKCnayaTaummn oTKpbITbiX DNS-, NTP-, SSDP-, Memcached-, Npokcu- 1 UHbIX
CEepBUCOB 4J19 yCUNEHUA atak nb0o COKPbITUA UX UCTOYHNMKA; CO34aHUs, pa3MeLLeHns, aKkcnayarauum uam ynpasneHns 60THeTamu,
C2-MHhpacTpyKTypoid, MPOKCU-CETAMU MO0 WHBIMW CpeACTBaMW  YAAIEHHOTO YMNpaB/ieHWs BPeAOHOCHLIM MPOrpaMMHbIM
obecneyeHveM; CO34aHUSA, XPaHEHUS, PacnpOCTPaHEHMS NN UCNO/Ib30BaHKS BUPYCOB, TPOSIHOB, YepBeii, NporpaMM-BbIMOraTesnei
(ransomware), spyware, stealer-nporpamm, rootkit, dropper, loader, backdoor, kpuntogxekepo, webshell 1 VHbIX BpegOHOCHbIX
NporpaMm W/n KOMMOHEHTOB; NPOBEAEHNS KapAuHra, NPOBEPKM YKpageHHbIX GaHKOBCKMX KapT, MOXMLLEHHbIX YYETHbIX AaHHbIX,
o6xofa aHTUAIPOA-CUCTEM NIMOO WMHON [EeATEeNbHOCTU, CBSA3AHHOM C NaTEXHbIM MOLUEHHWYECTBOM; OpraHmsauun umnHra,
hapMuHra, CouMasibHON NHXEHEepPUU, Co34aHns NoAAeNbHbIX CTPaHWL, aBTopu3aLun, CaiToB-K1I0HOB, MOLLUEHHUYECKMX UHTEPHET-
MarasnmHOB, MHBECTULMOHHBLIX CXeM, (PMHAHCOBbLIX NMUPaMUL U VHbIX CEPBUCOB, HanpaB/iIEHHbIX Ha BBEAEHVE MOJib30BaTesiein B
3abnyxgeHve; obxoga TEXHUYECKMX CPeACTB 3alunTbl, MEXaHW3MOB /finueH3upoBaHus, DRM, aHTMunMT-cucTeM, CpefcTB
ayTeHTMdMKaumMm NMbo MHbIX CUCTEM 6e30MacHOCTU; MAaCCOBOW pernctpauumn y4eTHbIX 3anuceli, 06xoga orpaHnyeHnii CTOPOHHNX
CEepBMNCOB, UCKYCCTBEHHOWM HaKPYTKM NPOCMOTPOB, NOANMCYMKOB, 1alikoB, r0/I0COBaHWI, OT3bIBOB, PENTUHIOB U UHbLIX NOKa3aTenen;
BMeLlaTenbCcTBa B paboty nnardopmel OnepaTopa, 060pyLoBaHUs, ceTeBON NHGPACTPYKTYPbI, NPOrpamMmmHoOro obecneveHuns im6o
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YCNyr APYruX K/MEHTOB; CO3[aHUsi YpPe3MEepHOi Harpysku Ha WHgpacTpyktypy Onepartopa /vb60 WCrNofib30BaHWs PecypcoB
Crnoco6oM, Crnoco6HbIM MOB/USTL HA CTABWLHOCTL WAM AOCTYMNHOCTb YCHyr ANs APYTVX KVWEHTOB; OCYLUECTBMEHUS WHOW
[esiTeNIbHOCTK, HapyLLaoLLel NpUMEeHMOe 3aKOoHOJaTeIbCTBO, NpPaBa U 3aKOHHbIE MHTEePeChl TPETbUX 1L, NGO co3aatoLLeli yrposy
6e30MacHOCTU MH(OPMALMOHHBIX CUCTEM.

3.3. 3anpeLaeTcs TakkKe MCMosib3oBaTb YCAYrn ANns: paboTbl HEMMLEH3UPOBaHHbIX (PMHAHCOBbLIX CEPBUCOB (BKHOUAsi 06paboTKy
nnarexen, obMeHHble CEpBUCbl M CEPBUCHI MepeBOfa [AEHEXHbIX CPeAcTB) M HENMMUEH3MPOBaHHbIX a3apTHbIX CEPBUCOB;
pasmMelleHnsa [apKHeT-MAoWanoKk W CepBUCOB, MNpefHasHaYeHHbIX [AN1A aHOHMMHOrO [ocTyna K He3aKOHHOMY KOHTEHTY;
OeATeNnbHOCTW, HampaBfIEHHOW Ha 06X0[ CaHKUMOHHbIX PEXMMOB WA MNOAAEPXKKY UL, HaXOAALWMXCS Nofd MpUMEHUMbIMM
CaHKUMAMM; OKCUHTA, «CBATTUHIa» U Ny6nKauumn 4YacTHOW MHAIOpMaLmMm B LLEENSIX YTpo3, NPec/ieAoBaHns UK 3anyrmBaHust; a Takke
ONA co3[aHns NIOXHOro BrnevatsieHus 06 adypunmposaHHocTn ¢ OnepaTtopomM unu o6 ogobpeHun OnepatopoM AeATeNlbHOCTU
KnneHta.

3.4. HyneBasi TepnumMoCTb: /t0Oble MaTepuasbl CekcyasibHOW akcnayaTauun geteii (CSAM) BNeKyT HeMeaneHHyt GO0KMPOBKY
JocTyna u npekpaweHve Bcex Ycniyr 6e3 npeasaputenbHOro yBefomsieHns u 6e3 Bo3Bparta CcpefcTB (C nocneayowym
yBelOM/IeHVEeM, Koraa 3To TpebyeTcs npumMeHMMbIM NpaBoM). OnepaTop COXPaHAET OTHOCALLMECH K HAPYLUEHWIO foka3aTe/IbCTBa
(kypHasbl OCTYNa, AaHHble AKKayHTa 1 naTexei) B 3auéHHoM xpaHuauile He meHee 90 (AeBSHOCTA) KaneHAapHbIX AHel Mbo
B TeyeHue Oofiee [/IMTENIbHOrO Cpoka Mo TpeboBaHUO KOMMETEHTHOro opraHa W nepefaért cBefeHWs B KOMMETEHTHble
npaBooOXpaHuUTe/IbHbIE OpraHbl. KNMEHT He yBEAOMAETCA, eC/M YBEAOMIEHME MOXET NoMeLlaTh pacc/iejoBaHuIo Un 3anpeLLeHo
3akoHoMm. CoobueHns o CSAM paccMaTpmBaloTCs C HavBbICLUMM MPUOPUTETOM BHE OObIYHLIX CPOKOB pasgena 12 u moryT
nofaBarbCs aHOHVMHO.

3.5. OpraHun3auums ny6/amyHbIX (OTKPbLITLIX) MPOKCU-CEPBEPOB, Ny6/IMYHbIX VPN-CepBUCOB, BbIXOAHbIX Y3/10B TOR 1 MHbIX NYOANYHbIX
CEepBMCOB aHoHUMM3aLMn 6e3 npefBapuTeNnibHOr0 MNWCbMEHHOro cornacus OnepaTtopa Npu3HaETca rpybbiM  HapyLleHneM.
Vicnonb3oBaHue yacTHoro VPN ansi CO6CTBEHHbIX HYX/ KnneHTa paspeLueHo.

4. NlHble HapyLieHuA 4.1. 3anpewjatotca 1 No obwemMy npaBusly OTHOCATCS K HapylleHusM kaTeropuu B: xpaHeHue 1 pacrnpocTpaHeHWe KOHTEeHTa,

(kaTeropus B) HapyllaloLWero aBTOPCKME M UHble MpaBa WHTE//IeKTyaslbHOW COBGCTBEHHOCTU (BK/OYasi pasfady TOPPEHTOB U oaii/looGMeH c
HapyLalwummn MaTeprasiammn); MaHUHT KpUNTOBaItOT, BaMaaunst («CTENKNUH» C MCMOMb30BaHNEM BbIYNCINTESTbHBIX PECYPCOB) U
aHasiorMyHas BblUUC/IUTESIbHASA [AeATeNbHOCTb, eC/IM OHa NPSIMO He paspelleHa onucaHnem Tapuda Nnmbo npeaBapuTebHbIM
MMCbMEHHbIM cornacneMm Onepartopa, KOTOpoe MOXET O6biTb 00YC/I0BMIEHO SIMMUTaMW PECYPCOB U AOMNOSHUTENIBHOW NiaTol;
ONvTeNbHas aHoMaslbHast Harpy3ka B 3Ha4eHun pasgena 5; asTomaTu3npoBaHHbIi C60p AaHHbIX (MAPCUHT) C HApYyLLUEHUEM YCI0BUIA
CTOPOHHMX CEPBUCOB; AUMNENKN N CreHepUpPOBaHHbI VI KOHTEHT, Hapyllawwuii npaBa TPEeTbMX /ML, CEPBUCHI «MAacCUBHOIO
Joxofa» ¢ paszadeli NPonyCcKHON CNOCOBHOCTU U aHasI0rMYHbIe; pasMeLLeHne NopHorpadnyeckmx MmaTtepuasioB U CCbIIOK Ha HUX;
pekiaMHOoe 1 KIMKOBOE MOLLEHHWYECTBO, MCKYCCTBEHHASA HaKpyTka MPOCMOTPOB, MOAMUCHUKOB, PENTUHIOB U MHBLIX NoKasaTenew;
akcnyaraumsa oTkpbITbiX DNS-pe30/s1BepoB, OTKPbITbIX SMTP-peneeB U MHbIX HEKOPPEKTHO HACTPOEHHbLIX CEPBUCOB, NPUTOAHbIX 415
aTak YCWU/IeHUS; COXPaHEeHWe KOHTEHTa, SABNAKLWErocs npeamMeToM O0O60CHOBaHHONM Xasiobbl O HapylweHuu npas (BkIo4vas
yBegomsieHns Tuna DMCA), nocne nctedyeHnss cpoka ycTpaHeHus.

4.2. Mpwn HapyweHun kateropum B Onepatop HanpasfiseT NUCbMEHHOe npeaynpexaeHne 4vepes TuUKeT-CUCTEMY UMW MO
3/1EKTPOHHOI MOYTE C YKa3aHWeM CpoKa yCTpaHeHUss — He MeHee 24 (gBaguatu YeTblpéx) YacoB 1 He 6onee 5 (NATn) paboumnx gHeld,
€C/N XapakTep HapyLUeHns He TpebyeT MHOro. Ecnun HapyLueHre He YCTPaHEeHO B CPOK, 3aTPOHYTbIE YCNYr MOTyT ObiTb OrpaHnYeHbl
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WA NPUOCTAHOB/IEHLI; MOBTOPHLIE W/N HEYCTPaHEHHble HapyLleHUA MOryT MoBJ/iedb MnpekpalleHvne paoroBopa B MNoOpAaKe
npumeHnmoro CepBI/ICHOFO cornalleHund.

4.3. OnepaTop Bnpase kBammumMpoBaTb HapylleHne kateropun B kak rpy6oe (kateropusi A) ¢ y4éTOM ero TSHKeCTu, yMbicna,
MOBTOPHOCTM U MocneacTBuii. I Ha060poT, NPU NEPBOM HEYMbILLIEHHOM HapyLlleHWX (HanpymMep, Npy KoMNpomMeTauuy cepeepa
KnvueHTa TpeTbMMM iMuamMn Wam owmnbke KoHdmrypaumumn) OnepaTop MOXET NPUMEHUTb 6o/1ee MSArkyto Mepy — npeaynpexaeHve
NN BPEMEHHOE OrpaHuyeHmne.

5. Pecypcbl, Tpacuk u IP- 5.1. KnueHT 065a3aH cobnogaTtb MMAUTLI pecypcoB Tapudpa. Ha Tapudhax ¢ pasgensemMbiMy pecypcamm 3anpelleHa noctosHHas
agpeca MakcuMasibHas ytunusaums CPU, AWCKOBbIX Onepauuin mam cetu, yxyawawouwas paboTy Apyrnx KIMEHTOB («aHoMasibHasi
Harpyska»).

5.2. Ansa ueneli HacToswelh AUP «anMTensHON aHOMaslbHOWM Harpyskon» Ha Tapudax ¢ pasgenseMbiMu pecypcamm no obemy
npasuy Npu3HaéTca ncnosb3oBaHne 6onee 90% BblaeneHHbIX pecypcoB VCPU 6onee 12 (aBeHaauat) 4acoB HENpepbIBHO 1160
6onee 72 (ceMmnaecaTn AByX) YacoB CyMMapHO B TeuyeHue /obbix 7 (cemn) aHel. KpaTkoBpeMeHHble nukn (kak npasunio, Ao 4
(4eTbIpéXx) YacoB B TeUEHME /H0ObIX 24 YaCOB) AONYCTUMbI, €C/IN OHU HE YXYALIAOT PpaboTy yCayr ApYruX KNNEeHTOB.

5.3. Mpn BAMSIHAM Ha CTABUILHOCTb MHAIPACTPYKTYPbl WM KAYECTBO YC/yr APYrUX KIueHToB OnepaTtop BrpaBe BPEMEHHO
OrpaHMYnTL PECYpPChl, 3anpoCcuTb OMTUMMU3ALMIO HArpy3ku NGO NPeasioknTb nepexop Ha 6onee noaxoaawwmii Tapudy. KnveHt
06513aH pa3yMHO COAeCTBOBaTb Tak/M 3anpocam.

5.4. MponyckHas cnocobHOCTb nopTa, burst-ckopocTb, NMMUTLI Tpaduka 1 NOCNeLACTBUA UX NPEBbILLEHUS (BK/IOYasA orpaHuyeHe
MPOMyCKHOM CNOCOBHOCTY 1 NepeBof, Ha Tapud € BblAENIEHHBIM KaHa/IOM 1 ONNaToi Tpadivka) ycTaHaBMBAOTCA NPYMEHVMbIM
CepBucHbIM cornaweHem (nyHkTbl 5.11-5.14 MNy6nunyHoit odpepTbl PP, nyHkTbl 4.7—4.10 Terms of Service) n Tapudpamu. Takue
orpaHnyeHust, NPUMeHEHHbIEe B COOTBETCTBMU C CEPBUCHBLIMU CorfalleHnsaMn, He aBnsatTcsa Mpoctoem no SLA (NyHKT 2.4 SLA).

5.5. 3anpelaeTca cuctemarmyeckoe ohopmaeHe n oTMeHa Ycnyr (B TOM yMcre ¢ TpeboBaHUSAMY BO3Bparta Ui nepepacyéra) ¢
uensto nepebopa IP-agpecos, nonyyeHns HOBbIX IP-agpecoB nnbo o6xoaa 6/10KMPOBOK, HAJIOXKEHHBIX Ha IP-agpeca. CBA3aHHbIl
nMMNUT — He 6onee 2 (oByx) nepepacyéToB No AKKayHTY (YUYETHOI 3anncu) B KasleH4apHbIli Mecsil, — YCTaHOB/IEH MPUMEHNMbIMM
CepBUCHBbIMU cornatleHnsiMu, onybankoBaHHbIMK Ha Caiite.

5.6. IP-agpeca npeaoCcTaBslOTCS WCKIOYUTENIbHO [N UCMOMb30BaHUsi COBMECTHO C Yc/yraMu M OCTalTCsA Mof KOHTposiem
Onepatopa. [eiicTBusi KnveHTa, MNOBMEKIWIME BK/OYEHWE NpefocTaBfieHHbIX |P-agpecoB B uépHble cnnckv (cnam-6asb,
roCcyapCTBEHHbIE PEECTPbI, CMUCKU GIOKMPOBOK MAATEXHLIX CUCTEM, MHTEPHET-NAAT(IOPM M UHLIX OpraHu3auuii), npusHatTcs
HapyLlleHreM HacTosieih AUP. B Takom criyyae OnepaTtop BrpaBe B3bickaTb C KnveHTa hakTuyeckn NoHeCEHHbIe pacxofbl Ha
NCKtoYeHne IP-aapecoB 13 COOTBETCTBYHOLMX CMUCKOB JIMG0 3aMEHNTL 3aTPOHYTble IP-aApeca Ha njiaTHoW OCHOBe.

5.7. B cnyyae npekpalieHua okasaHua YCnyr BC/eACTBME HapyLUeHus, ykasaHHOro B NyHKTe 5.6, nocneacrtsvsa 418 BO3Bparta
OEeHeXHbIX CpefCcTB onpenenanTcs npumMmeHnmMbiM CepBUCHLIM cOr/lalleHneM U NpUMEeHUMbIM 3aKkoHogaTenscTBoM. Oneparop
BnpaBse yaepxarb U3 CyMMbl, NoAnexalleli Bo3Bpary, LOKYMEHTa/IbHO NOATBEPXKAEHHbIE pacxobl Ha uckiyeHne IP-agpecos 13
CMUCKOB G/IOKMPOBOK, UX 3aMeHy W yCTpaHeHwe NocnefcTBUi HapyLUEHUs; eCnn Takne pacxofbl paBHbl CyMMe, nognexaiiei
BO3Bpary, Wu NpeBsbILLAOT eé, Bo3Bpar He NPon3BOAMTCS.

6. ANeKTpOHHaA nouTa, 6.1. Mopt 25 (SMTP) no ymonyaHuio 3aKkpbIT Ha Bcex Tapudax.
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aHTucnam v NopTbl

6.2. KNMeHT MOXeT 3anpocuTb OTKpbITUE nopta 25 yepes Tuket-cuctemy. OTKpbITUE OCYLLLECTB/IAETCA Mo yecMoTpeHnio OnepaTopa,
MOXEeT TpeboBaTb NPOBEPKM NpeAnosiaraemMmoro NCnosib30BaHMs U COOMAEHNST aHTUCNaM-TPeB60BaHNA, MOXET ObITb 00YC/I0B/IEHO
LOMONHUTE/IbHOM NNAaToN 1 He rapaHTUpyeTCs; 0TKa3 B OTKPbITUM NnopTa 25 He SABMSEeTCs OCHOBaHWEM [A/15 BO3BpaTa LEHEXHbIX
CpeAcTB.

6.3. MaccoBble e-mail-paccbiiku AONYyCKATCA TObKO MpU COOAAEHUN MPUMEHUMOrO 3akoHoJaTeslbcTBa O cname, BKIOYas
npepBapuTensHoe (opt-in) cornacve nosydvaTeneld, paboTarolmii MexaHU3M OTNUCKA W [AOCTOBEPHYH uAeHTudmkaumo
oTnpaBuTESISA, U B NpeAenax TeXHMYeckux numntoB Tapuda. Onepartop Bnpase 3anpocuTb gokasaTelbCTBa Coriacus nonyvarenei
N YYNTbIBaTb YPOBEHb Xaslo6.

6.4. KnneHT 0653aH nogaepxmeatb KoppekTHble 3anncn SPF, DKIM n DMARC ans 4OMeHOB, UCNO/b3yeMbIX A1 OTNpaBKX NOYTbI
yepes Ycayru.

6.5. Onepatop BnpaBe OTC/EXMBATbL arpervpoBaHHbIe MOKA3aTe/IM PacCbi/IOK U OrpaHMYMBaTh MOYTOBLIA Tpadvik, Korga 3To
HEeOo6X0AMMO AJ151 NPeAoTBpaLLEeHs 3/10yNoTPe6IEHNIA 1 3alMTbI penyTauun cBoeli ceTu.

7. llnueH3upoBaHue 7.1. OnepaTop He NPoAAaET M He CybNMLLeH3MPYEeT CTOPOHHEE NporpamMmmMHoe obecneyeHre, eciim NHoe NPSAMO He ykasaHo B Tapude
nporpaMmMHOro o6ecrieyeHusa W cuére. MNpumeHseTca mogens «bring your own licence»: KNmeHT caMoCToATe/IbHO NMPMO6peTaeT HeobXxoaAyMble emy JINLEH3N.

7.2. KNWEHT rapaHTUpyeT Ha/uume [AeiCTBUTENbHbIX /IMLEH3UI HA BCE nporpaMmHoe o6ecredyeHve, YCTaHOB/IEHHOE WM
MCMO/b3yEMOE Ha YCyrax.

7.3. HeaKTI/IBI/IpOBaHHbIe o6pa3b| onepaunmoHHbIX CUCTEM N YCTAHOBOYHbIE HOCUTE/TM MOTYT NpeaocTaBNATbCA UCKMKYUTENBHO OJ14
y,Cl,OﬁCTBa N TeCTnpoBaHuA; OTBETCTBEHHOCTb 3a UX aKTuBaLUIo ,D,GVICTBVITGI'IbeIMVI JIMLLEH3MOHHbBIMUY KloYaMn HeCET K/ineHT.

7.4. KneHT Bo3MellaeT AOKYMeHTa/lbHO NoATBEPXAEHHbIE YBbITKM, Tpe6oBaHus 1 pacxodbl Onepatopa (BK/IoYas pacxofbl Ha
ayauT U WTpadgbl), BO3HUKLIME BCMEACTBME HapylleHus KIMEeHTOM YC/oBuUiA NMLLEH3UPOBaHUsSl NMPOrpaMMHOro oGecrnedyeHus, B
nopsiake npuMeHumoro CepBrCHOTO corfatleHus.

8. Kputnueckue cucrtemol 8.1. Ycnyru He npegHa3HayveHbl 415 UCMNOJIb30BaHNsA B COCTaBe CUCTEM, OTKa3 Un HapyLleHne OYHKUMOHNPOBAHWSA KOTOPbIX MOXET
MOB/MEYb Yrpo3y XW3HW, 340POBbI0 MI0AEN, NPUUMHEHNE Bpeda OKpyXalLlein cpefe, 3HauuTe bHbIi MaTepuasibHblin yuiepb nméo
NHbIe TAXKME NOCeACTBUA, BKI0Yasd MeANLNHCKME, aBNaLMOHHbIE, MPOMbILLMIEHHbIE N UHbIE KPUTUYECKN BabKHbIE CUCTEMBI. Takxke
Ycnyrn He npefHasHayeHbl A5 UCMNO/b30BaHWA B OObeKTax KpPUTUYECKON WH(OPMAaUMOHHOW WMHAPACTPYKTYpPbl B Cry4asi,
NpPeaycMOTpeHHbIX defepasibHbiM 3akOHOM OT 26.07.2017 Ne 187-©3 «O 6e30nacHOCTM KPUTWUYECKON WH(OPMAaLMOHHON
NHApacTpykTypbl Poccuiickoin ®epepaumun». KAveHT noateBepxaaeT, UTO He UCMNoNb3yeT YCAyrm AN ykasaHHbIX Lenei, u
CaMOCTOATE/IbHO HECET OTBETCTBEHHOCTbL 3a NOCMeACTBUA Takoro UCNosb30BaHNs, €C/im OHO UMESO MECTO.

9. OCTOBEPHOCTb AAHHbIX 9.1. KnueHT 06s13aH NPeoCTaB/sATb TOUHbIE U NOJHbIE KOHTAKTHbIE AaHHbIe NPU PerucTpauumn n NoaaepX1MBaTb UX aKTyaslbHOCTb B
AKKayHTa COOTBETCTBUY C NPUMEHUMbIM CepBUCHbIM CcorflalleHnem v Mosib30BaTeIbCKM CorfalleHneM.

9.2. O,u,Hopasosble M BpeMeHHbIE afpeca BﬂeKTpOHHOVI NOoYTbl HE MOT'YT NCNOJ1b30BaTbCA B KAa4eCTBE KOHTAKTHOIoO agpeca AKKayHTa.
OpVIeHTI/IpOBaHHbIe Ha KOHCpI/I,EI,eHLI,VIaJ'IbHOCTb Mo4yTOBbIEe CePBUCHI C NOCTOAHHbIMU ALLMKaMN OAHOPa30BbIMW HE CHUTAKOTCA.
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9.3. MNpn 060CHOBAHHOM MOA03PEHMM, YTO KOHTaKTHbIA agpec fBMSEeTCA O4HOPa30BbIM /MO0 AaHHble AKKayHTa HeAOCTOBEPHbI,
Onepatop yBegomnseT KnveHTa n npefocTtasnseT He meHee 48 (Copoka BOCbMM) HAaCOB Ha OOHOBMEHME AaHHbIX [0 NPUMEHEHNS
OrpaHNYEHMNIA.

9.4. N'3MeHEeHNsA KOHTaKTHbIX AaHHbIX AO/MKHbI OblTb OTPaXEHbI B AKKayHTe B TeueHue 7 (cemun) kasieHaapHbIX AHei. Bce aaHHble
AKKayHTa [O/IKHbI 6bITb NOA/IMHHBLIMW, NPUHAANEXaTb KMeHTy 1 He Bbi4aBaTth ero 3a Apyroe nuuo; ANs pUANYecKnX N AKKayHT
pernctpupyeTcs ynonHOMOYEHHbLIM NPeACTaBUTENIEM.

10. Be3onacHocTb U 10.1. Mpw KoMNpoMeTauun cepeepa KAneHTa uam ero BOB/IEYEHWUW B 3/10YNOTPEBUTE/bHYI0 aKTUBHOCTL Onepartop yBeaomsieT
pearvposaHue Ha KnmeHTa, Koraa aTo NpaKkTMUYeckn BO3MOXHO, U BMPaBe NPUMEHNUTb MEPbI, MPeayCMOTPEHHbIE pa3aeniom 11.
UHLIMAEHTDI 10.2. Mo MoTuBMpOBaHHOMY 3anpocy Onepatopa KiveHT 06s3aH onepaTMBHO YCTPaHWUTb YA3BUMOCTU, YAa/UTh BPeAOHOCHOE

nporpaMmHoe obecrneyeHne, npy He06Xo4UMOCTY NepeyCcTaHOBUTL OMepPaLMOHHYI0 CUCTEMY M CMEHUTb CKOMMPOMETUPOBaHHbIE
YYETHbIE JaHHbIe.

10.3. KnueHT 06s13aH [406POCOBECTHO COAENCTBOBATL pacc/iefoBaHWi0 MHUMAEHTOB M abuse-obpalleHuii ¥ npefocTaBisTh
OTHOCSILLMECS K ey XYPHasTbl U CBEeHUs B Npeenax, AonycKaeMbIX NPUMEHUMbIM NMPaBoM.

10.4. Onepatop WCMNOSHSIET 06si3aTesIbHbIe 3anpoChl KOMMETEHTHbLIX TOCYAAPCTBEHHBIX, PEryssTOPHbIX U CyAe6HbIX OpraHoB
MPYMEHVMBIX KPUCANKLNIA.

11. Mepbl pearnpoBaHus 11.1. B cny4yae HapyLieHus HacTosiwein AUP OnepaTop Bnpase ¢ y4ETOM XapakTepa, NpoA0/HKUTENBHOCTU, TAXECTU U NOC/1eACTBUN
HapyLeHns NPUMEHUTb OLHY WM HECKOJIbKO Mep: Hanpas/ieHvWe npefynpexaeHns ¢ TpeboBaHMeM YCTpaHUTb HapylleHue B
YCTaHOB/IEHHbIN CPOK (HE MeHee 24 4yacoB 1 He 60s1ee 5 pabounx gHER, ecnm xapakTep HapyLleHns He TpebyeT MHOro); NosIHoe Un
YyacTuyHoe orpaHuyeHve NnMbo NPUoCTaHOB/IEHNE NPeLOCTaBIEHUSA YCyr; 6/1OKMPOBKY OTAE/bHbLIX Ppecypcos, IP-agpecos, NopTos,
CETEBbIX COEAMHEHWUA UMW OTAEesIbHbIX BMAOB Tpadivka; npekpalleHve AeicTBUS AoroBopa B MOpPsiake, NpeaycMOTPEHHOM
npuMeHnMbIM CepBUCHBIM corfaweHvem. Mpu rpy6bix HapylweHuax (pasgen 3) nnMbo npu Haamumm obs3artesibHbiX TpeboBaHwi
KOMMETEHTHbIX OPraHOB Mepbl MOTYT MPUMEHATLCA He3aMeAIMTENIbHO 1 6e3 npeaBapuTesIbHOro YBeOM/IEHUA — C NOC/eAYHOLWNM
yBeAomieHnem KiveHTa o NPpUHATBIX Mepax U NpuynMHax ux npuMeHeHns B TeuyeHne 24 4yacos.

11.2. Onepatop BeAET BHYTPEHHUI YUYET NOATBEPXKAEHHbLIX HAPYLUEHUA MO KaXAoMy AKKayHTY, OTpaxarLwmin X KONnM4yecTBo u
TAXeCTb. [MOBTOpPHbIE U CUCTEMATUYECKME HapyLUeHWUs BMeKyT HapacTatolivMe Mepbl BNAOTh A0 NpekpalieHus [orosopa; ofHO
[OCTaTo4yHO cepbEé3Hoe HapylleHue (B YacTHOCTM, HapylueHue kateropum A) MOXET MOoBJieYb HeMeJ IeHHOe npekpalleHue.
OT03BaHHbIe, YCreLHO OCMOPEHHbIe UK ONGOYHO 3athKCMPOBaHHbIE Xasi00bl HE YYUTbLIBAKOTCS.

11.3. KnveHT o6a3aH oTBevatb Ha abuse-yBefOM/IEHUS B TeuyeHuwe 24 (gBajuaTv 4eTbipéX) 4yacoB C MOMEHTa Hanpas/eHus
yBeAOM/IeHNs yepe3 TUKeT-CUCTEMY UM MO 3IEKTPOHHOW noute. OTCYTCTBME OTBETa B CPOK — CaMOCTOSATE/IbHOE OCHOBaHve a1s
NPUOCTaHOB/IEHMA.

11.4. KNWEHT Bnpase HanpasuTb MOTMBMPOBAHHOE BO3PAXEHME NPOTUB NPUMEHEHHOI Mepbl Yepes3 TUKET-CUCTEMY C NPUMIOXKEHUEM
noATBepPXAatoLLyx cBeieHNii. Mepbl, NPUMEHEHHbIE OLIMG0YHO, OTMEHSOTCS 6€3 HE060CHOBAHHO 3a4EPXKM.

11.5. MNprocTaHoBEHNE MW NPEKpaLLLeHMe YCNyr BCieACTBME HapyLleHus HacToswen AUP He komneHcupyeTcs; nocneacTems 4nas
BO3BPATOB OMNpefesiaAlnTCAa npuMeHMMbiM CepBUCHBLIM COr/1alleHneM 1 npuMeHuMbIM npasom. CuctemHble 3anucy Onepatopa
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ABJIAKOTCA OCHOBHbIM A0OKa3aTe/ibCTBOM CbaKTa N BPEMEHWN HapyLUEHUA.

11.6. KnueHT Bo3MeLLaeT AOKYMEHTa/IbHO NMOATBEPXKAEHHbIE YObITKM Onepartopa, NPUYMHEHHbIE HapyLleHeM (Bkovas wrpadbl
pPEeecTpoB 1 NNaTEXHbIX CUCTEM 1 pacxopbl Ha 06paboTKy abuse-xanob), B nopsake, npeayCMOTPEHHOM MPMMeHMMbIM CepBUCHbIM

cornatleHuem.
12. Coo6uieHuns o 12.1. CoobLeHns 0 HapyLleHUaX NpuHUMatoTcs Ha abuse@serv.host nnm yepes TukeT-cuctemy. Oneparop He OCYLLEeCTBASAET
HapylweHusx (notice and npefBapuTesibHyl0 MOAepPaumio KOHTEHTa K/IMEHTOB W [AeNCTBYEeT Ha OCHOBaHWU MOCTYMMBLUMX COOOLEHU/ U COOGCTBEHHOrO
action) MOHUTOPUHTA.

12.2. CoobLyeHne 0 HapyLLEHUN JO/DKHO coaepXaTh: 4OCTaTO4YHO 060CHOBAHHOE 0ObACHEHME, NOYEeMY KOHTEHT NN 4eATe/IbHOCTb
CUMTAKTCA HEe3aKOHHbIMM NGO HapylwawwmmMmm HacToswy AUP; TouHoe pacnonoxeHve matepuana (URL, IP-agpec n uHble
naeHTNmKaTopbl); UM (HAaMMEHOBaHWE) U afapec 3/1EKTPOHHONM MoYTbl 3asBuTens (4ns coobuweHnin o CSAM — Mo XenaHu);
3as1B/ieHME 0 06POCOBECTHOCTM U AOCTOBEPHOCTU N3/T0XKEHHbIX CBEAEHMIA. Mogava coobLueHnii 6ecnnartHa.

12.3. Onepatop NoATBEPXAAET NOMyYeHME COOOLLEHMS 1 NPUCTYNAET K Er0 PaCCMOTPEHUIO, Kak NpaBuso, B TeueHne 24 (gBaguatu
yeTbIpéX) yacoB (48 (copoka BOCbMMW) YacOB — A1 ClyyaeB, Tpebyowmx yriay61EHHOro aHanmsa), paccMmarpmBaeT CoObLLEeHMS
[06POCOBECTHO M OGBEKTUBHO, HE UCMOMb3YET UCKIHYMTESNIBHO aBTOMAaTU3MPOBaHHbIE CPeACcTBa ANs MPUHSATUS PELLEHWUIA 1, eC/n
3asBUTE/b yKa3asl KOHTaKTHbIE AaHHble, yBEAOMISAET €r0 0 NPUHATOM PELLEHNN.

12.4. Ecnu no pesynibTatam pPacCMOTPEHUSA K KOHTEHTY unn Ycnyram KnueHta npumeHeHbl Mepbl, KnneHTty npepocrasrisercs
N3N0XEeHNe NPUYMH, 1 OH BrNpase BO3pa3nTb B nopsake nyHkTa 11.4, 3a UCKNHOYEHMEM CrlyvaeB, Korga yBeloM/eHre 3anpeLleHo
3aKOHOM NIMB0 MOXET NoMellaTb paccriefoBaHunio (Bkitovas cnydam CSAM no nyHkTy 3.4).

12.5. 3aBegoMO /TIOXHbIE 1 HEAOOPOCOBECTHbIE Xa/100bl 3anpelleHbl; OnepaTop BnpaBe OTka3aTb B paCCMOTPEHUN aslbHENLLNX
co0b6LeHnn nx oTnpasuTesnein. Oneparop paccmaTprBaeT BCe CO06LLEeHMS, HO He 06s3aH pacKpbIBaTb AeTan U pe3y/ibTaTbl CBOUX
paccnefoBaHuii.

13. NameHeHue AUP 13.1. Hactoawasa AUP MOXeT W3MeHATbCA B Mopafke, YCTaHOB/IEHHOM MNpuMeHUMbIMKM CepBUCHLIMWU  coralleHusamMu,
ony6nnkoBaHHbIMK Ha CaiiTe. AkTyasibHasi Bepcust AUP ny6nukyetcs Ha CaiTe.
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