sz serv.host

ACCEPTABLE USE POLICY (AUP)

SERV.HOST GROUP LTD — serv.host Services

Date of publication: 3 August 2026. Version 4.

This Policy takes effect on 3 August 2026, upon publication on the Website. It forms an integral part of the Service Agreements published on the
Website (the Terms of Service of SERV.HOST GROUP LTD and the Russian Offer of the Russian partner) and applies to all Services regardless of the
contracting party selected by the Customer.

1. General

2. General Principles

1.1. This Acceptable Use Policy ("AUP") is issued by SERV.HOST GROUP LTD (Company No. 15728390, registered
office: 71-75 Shelton Street, Covent Garden, London, United Kingdom, WC2H 9)Q) as the operator of the serv.host
platform, and defines the prohibited and restricted uses of the Services, resource and network usage rules,
enforcement measures and the procedure for handling abuse reports.

1.2. The Operator reserves the right to determine, at its sole discretion, whether particular conduct constitutes a
violation of this AUP, based on its own monitoring data, abuse reports and other available information. Depending on
the severity of the violation, the measures provided in Section 11 may be applied after prior notice or, in the event of
severe violations (Section 3), immediately and without prior notice, with subsequent notice to the Customer of the
measures taken and the reasons within 24 (twenty-four) hours.

1.3. Capitalised terms used in this AUP ("Services", "Customer", "Tariff", "Account", "Ticket System", "Service
Agreements") have the meanings given in the applicable Service Agreement and the User Agreement published on
the Website. For contracts concluded under the Russian Offer, "Account" corresponds to the term «Y4éTHada 3anuce>,
and "Customer" is used in the meaning given in the Russian Offer.

1.4. For the purposes of this AUP, violations are classified as severe violations (Category A, Section 3) and other
violations (Category B, Section 4). The Operator referred to in this AUP means SERV.HOST GROUP LTD acting as the
operator of the serv.host platform; measures under this AUP are applied in respect of the Services regardless of the
contracting party selected by the Customer.

2.1. The Customer must use the Services responsibly, in a manner that does not degrade the performance, stability
or security of the Operator's infrastructure or of the services provided to other customers.

2.2. The Customer must comply with all laws and regulations applicable to the Customer, to the hosted content and
to the activity carried out through the Services, including the law of the server location, the law applicable to the
relevant Service Agreement and the law of the Customer's own jurisdiction.

2.3. The Customer must take reasonable measures to protect its own servers and applications, including timely
installation of security updates, strong passwords and access controls, firewalls and disabling of unused services.

2.4. The Customer must promptly notify the Operator via the Ticket System of any known compromise of its server or
Account and of any security incident affecting the Services.

2.5. The Customer must hold all rights necessary for the data and software used on the Services and is solely
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responsible for all information, software and other materials stored on or transmitted through the Services.
2.6. Spam, phishing and any other abusive activity are prohibited (Sections 3 and 6).
2.7. Bulk e-mail campaigns are permitted only in compliance with Section 6 of this AUP and applicable anti-spam law.

3. Severe Violations 3.1. Itis prohibited to store, publish, distribute or transmit through the Services any materials, software, data or other

(Category A) information that: is unlawful under applicable law; infringes copyright, related rights, patents, trademarks, trade
secrets or other intellectual property rights; contains stolen, leaked or unlawfully obtained personal data, databases,
accounts, access tokens, APl keys, passwords, cookies, cryptographic keys or other confidential information, or
materials obtained through unauthorised access or data leaks; contains malware, exploits, shellcode, webshells,
remote-administration tools, command-and-control (C2) infrastructure, post-exploitation tools or other tools
designed primarily for unauthorised actions, or materials intended to commit or substantially facilitate computer
crimes; is used for fraud, phishing, social engineering, dissemination of deceptive information or unlawful money-
making schemes (including fake login pages, scam investment schemes and counterfeit marketplaces); relates to
unlawful trade in goods, services, counterfeit products or other items whose circulation is restricted or prohibited by
law; promotes terrorism, extremism, violence or hatred, or contains materials of organisations banned under
applicable law; contains child sexual abuse material, instructions for making prohibited items or other materials
whose dissemination is prohibited by law; or violates privacy rights, contains personal data without a lawful basis or
is used for harassment, blackmail, threats or other unlawful purposes.

3.2. It is prohibited to use the Services for: sending unsolicited bulk messages (spam) via e-mail, messengers, social
networks, SMS or other channels; organising, carrying out or facilitating network attacks of any kind, including
DoS/DDosS, flood, amplification and reflection attacks, application-layer (Layer 7) attacks, SYN flood, UDP flood and
DNS amplification; unauthorised scanning of networks, ports, services and information systems; searching for,
exploiting or automatically testing vulnerabilities without the consent of the owner of the relevant systems; password
guessing (brute force), credential stuffing, password spraying, enumeration of verification codes and other methods
of obtaining unauthorised access; spoofing of IP, ARP, DNS or MAC addresses, BGP routes or other network identifiers;
exploiting open DNS, NTP, SSDP, Memcached, proxy or other services to amplify attacks or conceal their source;
creating, hosting, operating or controlling botnets, C2 infrastructure, proxy networks or other means of remotely
controlling malware; creating, storing, distributing or using viruses, trojans, worms, ransomware, spyware, stealers,
rootkits, droppers, loaders, backdoors, cryptojackers, webshells or other malicious programs or components;
carding, checking stolen payment cards or stolen credentials, circumventing anti-fraud systems or other activity
connected with payment fraud; phishing, pharming, social engineering, creating fake login pages, clone websites,
fraudulent online stores, investment schemes, financial pyramids or other services intended to mislead users;
circumventing technical protection measures, licensing mechanisms, DRM, anti-cheat systems, authentication or
other security systems; mass registration of accounts, circumventing restrictions of third-party services, artificially
inflating views, followers, likes, votes, reviews, ratings or similar metrics; interfering with the operation of the
platform, equipment, network infrastructure, software or the services of other customers; creating excessive load on
the infrastructure or using resources in a way capable of affecting the stability or availability of the Services for other
customers; or any other activity that violates applicable law, the rights and lawful interests of third parties or
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4. Other Violations
(Category B)

threatens the security of information systems.

3.3. It is also prohibited to use the Services for: operating unlicensed financial services (including payment
processing, exchange and money-transfer services) and unlicensed gambling services; hosting darknet
marketplaces and services intended to provide anonymous access to unlawful content; activity aimed at evading
sanctions or supporting persons subject to applicable sanctions regimes; doxxing, swatting and publication of private
information for the purposes of threats, harassment or intimidation; and deceptive representation of affiliation with,
or endorsement by, the Operator.

3.4. Zero tolerance: any child sexual abuse material (CSAM) results in immediate blocking of access and termination
of all Services without prior notice and without refund (with subsequent notice where required by applicable law). The
Operator preserves the related evidence (access logs, Account and payment data) in secure storage for at least 90
(ninety) calendar days or for such longer period as a competent authority requires, and reports the matter to the
competent law-enforcement authorities. The Customer is not notified where notification could prejudice an
investigation or is prohibited by law. Reports of CSAM are processed with the highest priority, outside the ordinary
time limits of Section 12, and may be submitted anonymously.

3.5. Operating public (open) proxy servers, public VPN services, TOR exit nodes and other public anonymisation
services without the prior written consent of the Operator is treated as a severe violation. Private VPN use for the
Customer's own needs is permitted.

4.1. The following are prohibited and are normally treated as Category B violations: storing or distributing content
that infringes copyright or other intellectual property rights (including torrent seeding and file sharing of infringing
materials); cryptocurrency mining, validation ("staking" using computing resources) and similar computation-
farming activity, unless expressly permitted by the Tariff description or by the Operator's prior written consent, which
may be made subject to resource limits and additional fees; sustained abnormal load within the meaning of Section
5; automated data collection (scraping) in breach of the terms of third-party services; deepfakes and Al-generated
content infringing the rights of third parties; bandwidth-sharing and other "passive income" services; hosting
pornographic content and links to it; advertising fraud, click fraud and artificial inflation of views, followers, ratings or
similar metrics; operating open DNS resolvers, open SMTP relays or other misconfigured services capable of being
used in amplification attacks; and keeping content that is the subject of a substantiated infringement complaint
(including DMCA-type notices) after expiry of the remedy period.

4.2. In the event of a Category B violation, the Operator issues a written warning via the Ticket System or e-mail with
a remedy period of no less than 24 (twenty-four) hours and no more than 5 (five) business days, unless the nature of
the violation requires otherwise. If the violation is not remedied within that period, the affected Services may be
restricted or suspended; repeated or unremedied violations may result in termination of the agreement in
accordance with the applicable Service Agreement.

4.3. The Operator may treat a Category B violation as a severe violation (Category A) taking into account its gravity,
intent, repetition and consequences. Conversely, for a first non-intentional violation (for example, where the
Customer's server was compromised by third parties or misconfigured), the Operator may apply a softer measure,
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5. Resources, Traffic
and IP Addresses

6. E-mail, Anti-Spam
and Ports

such as a warning or temporary restriction.

5.1. The Customer must stay within the resource limits of the Tariff. On plans with shared resources, sustained
maximum utilisation of CPU, disk I/O or network that degrades the performance of other customers ("abnormal load")
is prohibited.

5.2. For the purposes of this AUP, "sustained abnormal load" on plans with shared resources normally means
utilisation of more than 90% of the allocated vCPU resources for more than 12 (twelve) hours continuously or more
than 72 (seventy-two) hours cumulatively within any 7 (seven) days. Short peaks (as a rule, up to 4 (four) hours
within any 24 hours) are permissible provided they do not degrade the services of other customers.

5.3. Where the stability of the infrastructure or the quality of the services of other customers is affected, the Operator
may temporarily limit resources, request optimisation of the workload or offer migration to a more suitable Tariff. The
Customer must reasonably cooperate with such requests.

5.4. Port bandwidth, burst speed, traffic limits and the consequences of exceeding them (including bandwidth
limitation and migration to a Tariff with a dedicated channel and metered traffic) are governed by the applicable
Service Agreement (clauses 5.11-5.14 of the Russian Offer, clauses 4.7-4.10 of the Terms of Service) and the Tariffs.
Such limitations applied in accordance with the Service Agreements are not downtime under the SLA (clause 2.4 of
the SLA).

5.5. It is prohibited to systematically order and cancel Services (including with refund or recalculation requests) in
order to cycle through or harvest IP addresses or to circumvent blocks imposed on IP addresses. The related limit of 2
(two) recalculations per Account per calendar month is established by the Service Agreements.

5.6. IP addresses are provided for use with the Services and remain under the operator's control. Actions that result
in IP addresses being blacklisted (spam databases, government registries, payment or platform blocks) are treated
as a violation of this AUP; the operator may charge the actual costs of delisting or replace the affected addresses on a
paid basis.

5.7. Where the Services are terminated as a result of a violation described in clause 5.6, the consequences for
refunds are governed by the applicable Service Agreement and applicable law. The operator may deduct from any
refundable amount its documented costs of delisting the affected IP addresses, replacing them and remedying the
consequences of the violation; where such costs equal or exceed the refundable amount, no refund is made.

6.1. Port 25 (SMTP) is closed by default on all Tariffs.

6.2. The Customer may request the opening of port 25 via the Ticket System. Opening is at the Operator's discretion,
may require verification of the intended use and compliance with anti-spam requirements, may be made subject to
an additional fee and is not guaranteed; refusal to open port 25 is not a ground for a refund.

6.3. Mass e-mail sending is permitted only in compliance with applicable anti-spam law, including prior (opt-in)
consent of recipients, a working unsubscribe mechanism and accurate identification of the sender, and within the
technical limits of the Tariff. The Operator may request evidence of recipients' consent and take complaint rates into
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account.

6.4. The Customer must maintain valid SPF, DKIM and DMARC records for domains used for sending e-mail through
the Services.

6.5. The Operator may monitor aggregate sending patterns and restrict e-mail traffic where necessary to prevent
abuse and maintain the reputation of its network.

7. Software Licensing 7.1. The Operator does not sell or sublicense third-party software, unless expressly stated in the Tariff or in the
invoice. The "bring your own licence" model applies: the Customer independently obtains the licences it needs.

7.2. The Customer warrants that it holds valid licences for all software installed or used on the Services.

7.3. Non-activated operating-system images and installation media may be provided for convenience and testing
only; the Customer is responsible for activating them with valid licence keys.

7.4. The Customer reimburses the Operator's documented losses, claims and expenses (including audit costs and
penalties) arising out of the Customer's breach of software licensing terms, in accordance with the applicable Service
Agreement.

8. Critical Systems 8.1. The Services are not designed for use in systems whose failure may cause harm to life, health or the environment
(including medical, aviation and other safety-critical systems), or for objects of critical information infrastructure
(including within the meaning of Russian Federal Law No. 187-FZ). The Customer confirms that it does not use the
Services for such purposes; all related risks lie with the Customer.

9. Account Information 9.1. The Customer must provide accurate and complete contact information upon registration and keep it up to date
Integrity in accordance with the applicable Service Agreement and the User Agreement.

9.2. Disposable or temporary e-mail addresses may not be used as the Account contact address. Privacy-oriented e-
mail services with permanent mailboxes are not considered disposable.

9.3. Where the Operator reasonably suspects that the contact address is disposable or that the Account information
is inaccurate, it notifies the Customer and allows no less than 48 (forty-eight) hours to update the information before
applying restrictions.

9.4. Changes to contact information must be reflected in the Account within 7 (seven) calendar days. All Account
information must be genuine, belong to the Customer and must not impersonate another person; for legal entities,
the Account is registered by an authorised representative.

10. Security and 10.1. Where the Customer's server is compromised or involved in abusive activity, the Operator notifies the

Incident Response Customer where practicable and may apply the measures provided in Section 11.
10.2. Upon the Operator's reasoned request, the Customer must promptly remediate vulnerabilities, remove
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malware, reinstall the operating system where necessary and change compromised credentials.

10.3. The Customer must cooperate in good faith with investigations of incidents and abuse reports and provide
relevant logs and information within the limits of applicable law.

10.4. The Operator complies with binding requests of competent state, regulatory and judicial authorities of the
applicable jurisdictions.

11. Enforcement 11.1. In the event of a violation of this AUP, the Operator may, taking into account the nature, duration, gravity and
consequences of the violation, apply one or more of the following measures: a warning with a remedy period (no less
than 24 hours and no more than 5 business days, unless the nature of the violation requires otherwise); full or partial
restriction or suspension of the Services; blocking of individual resources, IP addresses, ports, network connections or
traffic types; termination of the agreement in accordance with the applicable Service Agreement. In the event of
severe violations (Section 3) or binding demands of competent authorities, measures may be applied immediately
and without prior notice, with subsequent notice to the Customer of the measures taken and the reasons within 24
hours.

11.2. The Operator maintains an internal record of confirmed violations for each Account, reflecting their number and
gravity. Repeated or systematic violations result in escalating measures, up to termination of the agreement; a single
sufficiently grave violation (in particular, a Category A violation) may result in immediate termination. Complaints
that are withdrawn, successfully contested or recorded in error are not counted.

11.3. The Customer must respond to abuse notifications within 24 (twenty-four) hours of the notice being sent via the
Ticket System or e-mail. Failure to respond in time is an independent ground for suspension.

11.4. The Customer may submit a reasoned objection to any measure via the Ticket System, with supporting
evidence. Measures found to have been applied in error are lifted without undue delay.

11.5. Suspension or termination of the Services due to a violation of this AUP is not compensated; the consequences
for refunds are governed by the applicable Service Agreement and applicable law. The operator's system records are
the primary evidence of the fact and time of a violation.

11.6. The Customer shall reimburse the operator's documented losses caused by the violation (including fines of
registries and payment systems and the costs of handling abuse complaints) in accordance with the applicable
Service Agreement.

12. Abuse Reports 12.1. Abuse reports are accepted at abuse@serv.host or via the Ticket System. The operator does not pre-moderate
(Notice and Action) customer content and acts on the basis of received reports and its own monitoring.

12.2. A report should contain: a sufficiently substantiated explanation of why the content or activity is considered
unlawful or in breach of this AUP; the exact location of the material (URL, IP address and other identifiers); the name
and e-mail address of the notifier (optional for CSAM reports); and a statement that the report is submitted in good
faith and that the information in it is accurate. Submission of reports is free of charge.

12.3. The Operator acknowledges receipt of a report and begins its review normally within 24 (twenty-four) hours (48
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13. Changes to this AUP

14. Language / fI3bIK
OOKYyMeHTa

(forty-eight) hours for cases requiring in-depth analysis), reviews reports diligently and objectively, does not use
solely automated decision-making for such reviews and, where contact details were provided, informs the notifier of
the decision taken.

12.4. Where measures are taken against the Customer's content or Services on the basis of a report, the Customer
receives a statement of the reasons and may object under clause 11.4, except where notification is prohibited by law
or could prejudice an investigation (including CSAM cases under clause 3.4).

12.5. Knowingly false or malicious reports are prohibited; the Operator may refuse to process further reports from
their senders. The Operator reviews all reports but is not obliged to disclose the details or results of its investigations.

13.1. This AUP may be amended in the manner established by the applicable Service Agreement. The current version
is published on the Website.

14.1. This AUP is drawn up in English. A Russian translation is provided below for convenience; in the event of any
discrepancy the English version prevails, except for relations governed by the law of the Russian Federation.

14.2. HacTtoswas MonnTmnka cocTaBseHa Ha aHIJIMACKOM si3blke. Hnm)xe npmBenéH nepeBoq Ha PYCCKUN A3bIK; MpuU
PacxoXXAeHUsX MNpPenMyLlecTBO WMeeT aHrMNCKas BepCus, 3a WCKIOYEHWEM OTHOLUEHWUN, PeryanpyemMbix
3aKOHOAaTenbCTBOM Poccumckonm degepauyunm.

NOJINTUKA OONYCTUMOIO UCNOJIb3OBAHUA (AUP)

SERV.HOST GROUP LTD — ycnyru serv.host (nepeBon Ha pyCCKUM A3bIK)

HaTta nybnmkaumn: «03» aBrycta 2026 r. Pegakumsa Ne 4.

MonuTnka BCTynaeT B cuay 3 aBrycta 2026 r. c MoMeHTa nybankaunm Ha CanTte, ABASeTCA HEOTbeMIEMOM YaCTbio CepBUCHbIX COrlalleHniA,
onybnukoBaHHbIX Ha CanTe (Terms of Service komnaHunm SERV.HOST GROUP LTD n My6anyHon ogpepTbl PO poccminckoro napTHEpPaA), U NpUMeHsieTcs
KO BCEM YCNyram He3aBuUCMMO OT BblbpaHHOM KIMEHTOM CTOPOHLI 4OroBOpa.

1. OOLwWwue nono>KeHus

1.1. Hactodwasna MonnTtuka AonycTMMoro mcnosb3oBaHusa («AUP») mspgaHa komnaHuen SERV.HOST GROUP LTD
(Company No. 15728390, 3apeructpupoBaHHbIin oduc: 71-75 Shelton Street, Covent Garden, London, United
Kingdom, WC2H 9)JQ) kak onepaTtopoM nnatdopmbl serv.host n onpegenseT 3anpewéHHble N OrpaHUYeHHble
cnocobbl Mcnonb3oBaHMA Yciyr, nNpaBujla UCNOJIb30BaHUS PecypCcoB W CETU, Mepbl pearmpoBaHMa N MNOPALOK
pPacCMOTPEHUS COOBLLIEHNI O HapyLUEeHUAX.

1.2. OnepaTop BNpaBe CaMOCTOATENIbHO ONpeaensaTb, ABASeTCA M nosegeHne KnneHta HapyLLeHNEM HaCTosALWEN
AUP, Ha oCHOBaHUW pe3ynbTaToB COBCTBEHHOr0 MOHUTOPUHIa, NMOCTYNUBLLUKX >Kanob (abuse-obpalleHunin) n NHown
OOCTYNHOW uHGoOpMauun. B 3aBUCMMOCTM OT TSXKECTM HapyLleHUs Mepbl, NpenycMoTpeHHble pa3genom 11,
MPUMEHSITCA C NpefBapuTesbHbIM yBeaoMaeHneMm KnmeHTa nmbo, npu rpybbix HapyweHuax (pasgen 3),
HezamepgamTenbHo n 6e3 npenBapuUTeNbHOrO0 yBeAOMJIEHUS — C Mnocjiegywmm yeegomaeHnem KnmeHTa o
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MPUHATBLIX MepaxX N NpuUu4YnHax nx npumMmeHeHmd B Te4eHme 24 (pBaguaTwn LleTblpéX) HaCoB.

1.3. TepMuHbI, nCnonb3yemble B HacTosAwen AUP ¢ 3arnaBHon BykBbl («Ycnyru», «KnnenTt», «Tapud», «AKKayHT»,
«TukeT-cuctema», «CepBUCHbIE COrfalleHus»), MMeT 3HadYeHWUs, YCTaHOBJIEHHble MpPpUMeHUMbIM CepBUCHbLIM
cornaweHnem un MNonb3oBaTesIbCKUM cornalleHmnem, onybnmkosaHHbIMM Ha CanTe. [1na AOroBOPOB, 3aKJIIOYEHHbIX
rno MNy6nnyHonm oepte PO, TepMUH «AKKayHT» COOTBETCTBYET TEPMUHY «YYE€THasA 3anncb», a TepMuH «KnmeHT»
ncnonb3yeTcsa B 3HadYeHun MybnmyHon odepThl PO.

1.4. Ong uenen HacTosAwen AUP HapylweHus nogpa3fensatoTcs Ha rpybole HapylweHus (kaTteropus A, pa3gen 3) u
MHble HapyweHus (kateropusa B, pasgen 4). MNMog OnepaTtopoM B HacTosawen AUP noHnmaeTcs SERV.HOST GROUP
LTD kak onepaTop naaTdopmbl serv.host; Mepbl No HacToswen AUP NpUMeHSA0TCS B OTHOLLEHUN YCAYr He3aBUCUMO
OT BbIOpaHHOM KNMeHTOM CTOPOHbI 4OroBopa.

2. O6wmMe npMHLUMNBbI 2.1. KnneHT 06sa3aH ucnonb3oBaTb YCAYrm OTBETCTBEHHO — Tak, YTOObl He yXxyAwaTb NPOU3BOAUTENbHOCTb,
cTabunbHOCTL M 6€30MacHOCTb UHPACTPYKTYpbl OnepaTopa n ycayr, NpeaoCcTaBAsSeMblX APYIUM KIIMEHTaM.

2.2. KnneHTt obaszaH cobnonaTbh BCe 3aKOHbl U HOPMATUBHbIE aKTbl, MPUMeEHUMble K KnneHTy, pasmellaeMomy
KOHTEHTY 1 OCYyLLEeCTBAsSEeMON Yepes YCNyru geaTesbHOCTN, BKJOYasa npaBo MecTa pa3MelleHns cepeepa, npaso,
MpPMMeHNMoe K cooTBeTCTBYyoweMy CepBMCHOMY COrlalleHunto, U MPaBo OPUCANKLUNM caMoro KnneHTa.

2.3. KnueHT o653aH MNpuMHUMaTb pasyMHble Mepbl 3aWuTbl COOCTBEHHLIX CEPBEPOB U MPUJSIOXKEHWUIA, BKJIOYas
CBOEBPEMEHHYI0 YCTAHOBKY 0BHOBMEHUI 6e30nacHOCTW, HaAéXHble Maposn U KOHTPOJIb OOCTYyMNa, MEXCeTeBble
SKpPaHbl U OTKJIIOYEHNE HENCMOIb3YEMbIX CEPBUCOB.

2.4. KnneHT 0653aH HeE3aMeaInTeNbHO yBeaoMsaTb OnepaTopa Yyepe3 TUKeT-CUCTEMY O CTaBLUEN €My N3BECTHOMN
KOMMpOMEeTaL M CBOero cepeepa unm AKKayHTa, a Takxxe 06 nHumaeHTax 6e3onacHOCTM, 3aTparvBaloLLnX YCayru.,

2.5. KnueHT o06sa3aH obnagaTb BCeEMU npaBamu, HeobxoguMbIMK 0N ncnosblyemblX Ha Ycnyrax OaHHbIX W©
nporpaMmMHoOro obecnevyeHns, n HeceTr €ANHOINYHYIO OTBETCTBEHHOCTb 3a BCHO VIHq)OpMaLI,VI}O, nporpaMmmMHoe
obecnevyeHne n NHoble MaTepuanbl, pa3MellaeMble Ha Ycnyrax nav nepejasaeMbie Yepes HUX.

2.6. Cnam, hnwinHr n nobas nHas 3noynotpebutenbHas akTUBHOCTb 3anpeLleHbl (pa3aens 3 n 6).

2.7. MaccoBble e-mail-paccbinikiu LONYCKaOTCS TONbKO € cobntoaeHmneM pasgena 6 HacTtosiwen AUP n npyuMeHUMoro
3aKoHOZaTeNbCTBa O CMaMe 1 pekaMe.

3. F'pyOble HapyLwieHus 3.1. 3anpewaeTca XpaHuUTb, NybaMKoBaTb, PacnpoCTpaHATb, MepefaBaTb WAM MHbIM 0Bpa3oM MCNOJSIb30BaTb
(kaTeropus A) rnocpencTBOM YCyr MaTepuasbl, MporpamMMHoe obecneyvyeHune, JaHHbIE UKW UHYI0 MHHOPMALMIO, KOTOpbIE ABASIOTCS
HE3aKOHHbLIMM MO MNPUMEHUMOMY 3aKOHOAATENbCTBY; HapyLUalOT aBTOPCKME, CMeXHble, MaTeHTHble, TOBapHble
3HAaKW, KOMMEPYECKY TalHy /nbO MHblE MpaBa WHTENNIeKTyaslbHON COBCTBEHHOCTU; COOEPXAT YKpPaAeHHble,
yTékwmne nnbo HeE3aKOHHO NOoJlyYeHHble MepCcoHasibHble AaHHble, 6a3bl AaHHbIX, YY4ETHbIE 3aNNCKU, TOKEHbI 4OCTYyNa,
API-kntoum, naponun, annel cookie, kpunTorpadunyieckme Kaoum nnbo nHy KoHpuaeHUManbHY UHGopMaLmio;
coaep>XaT MaTepuasbl, NOJlyYEHHble B pe3yJibTaTe HeCaHKLUWOHNPOBAHHOIO A0CTyna nbo yTeykn nHpopmaunm;
coep>aT BpedoHOCHOoe nporpamMMHoe obecnedyeHue, s3kcnnonThl, shell-koabl, webshell, cpeacTea yaanéHHoro
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ynpasneHus, C2-nHPPaCcTPYKTYpPy, UHCTPYMEHTbI NOCTIKCNAyaTaumm nubo mHbie CpencTBa, npefHasHavYeHHble
NPenMyLLeCcTBEHHO [/ COBEpLUEHNS HEeCaHKUMOHMPOBaHHbLIX AENCTBUN; MpefHa3Ha4deHbl AJ19 COBepLueHus
KOMMbIOTEPHbLIX MNpecTynaeHnn nmbo CyllecTBEHHO obneryaloT UX COBepLUeHWEe; WCMNOob3YTCa ANs
MOLUEHHMYeCTBa, PULINHIA, COLNAJIbHON UHXEHEePUN, pacnpoCTpaHeHNs JI0OXKHON MHgopMaunm ¢ uenblo obmaHa
rnonb3oBaTeNen, peanm3aunm CXeM HE3aKOHHOIr0o MOJIyYEHUS OEHEXXHbIX CPencTB /MO0 MHbIX MOLUEHHUYECKUX
[enCTBUN; CBA3aHbl C HE3aKOHHbLIM 060POTOM TOBApPOB, YCAYr, KOHTpadakTHOM NpoAyKLUUK AMbo NHbIX 06BHEKTOB,
000pOT KOTOPLIX OrpaHM4YeH WM 3anpelléH 3akoHOM; MnponaraHAupyT TeppopusM, 3KCTPEeMU3M, Hacuaue,
pasxuraHve HeHaBUCTU NnbBO colep>aT MaTepuanbl OpraHM3auunin, AeATeNbHOCTb KOTOpbIX 3anpelyeHa
NPUMEHNUMbIM 3aKOHOAATENbCTBOM; COAEp>XaT MaTepuasibl CEKCyasbHOM 3KCryaTauum AeTen, MHCTPYKUUU Mo
M3roTOBJ/IEHMIO 3aMnpelléHHbIX MNpeaMeToB WIW WHble MaTepuasnbl, PacnpoCTpaHEeHMEe KOTOPbIX 3anpeLleHo
3aKOHOAaTesIbCTBOM; HapyLlaloT MpaBO Ha HEMNPUKOCHOBEHHOCTb YaCTHOW >XW3HW, cofdep>XaT MepCOHasbHbIe
DaHHble 6e3 3aKOHHbIX OCHOBaHWN MO0 MCMONbL3YKTCA ANA NpecnefoBaHUSs, LWaHTaxa, Yyrpo3 WM WHbIX
MPOTMBOMPAaBHbIX Liefieil B COOTBETCTBUM C MPUMEHUMbIM 3aKOHO4ATEbCTBOM.

3.2. 3anpellaeTcs UCNosb30BaTbh YCAyrn AN MacCOBOW pPacChbl/IKM HecorsacoBaHHbIX cooblieHuin (cnama) no
3/IEKTPOHHOW NOYTe, B MecCeHaXepax, counmanbHbiX ceTax, SMS n nHbiX KaHasnax CBA3U; OpraHn3aumu, NnposeseHus
Wan conoencTBms ceTeBbiM aTakam nwoboro Buaa, Bkaodasa DoS, DDoS, dnaya, amnaudpukauumio, reflection-ataku,
aTakm ypoBHS npunoxenun (Layer 7), SYN flood, UDP flood, DNS amplification n nHble aHanorm4Hble AencTBuS,
HECAaHKLMNOHUPOBAHHOIO CKaHMPOBAaHUA CeTeil, MOpPTOB, CEPBUCOB U MWH(POPMALMOHHBLIX CUCTEM; MOUCKA,
sKcnayaTauum nmbo aBTOMaTU3MPOBAHHOWM MPOBEPKM yA3BMMOCTeN 6e3 cornacmsa Bnagesbla COOTBETCTBYHOLLNX
cucteMm; nogbopa naponen (brute force), credential stuffing, password spraying, nepebopa KoaoB MOATBEPXKAEHUS U
MHbIX CcnocoboB MosayyYeHUS HECaHKUMOHMPOBAHHOIO A0CTyna; moaMeHbl IP-, ARP-, DNS-, MAC-agpecos, BGP-
MapLUPYTOB U WHbIX CeTeBbIX UAEHTU(MUKATOPOB; 3KCnJayaTauum OTKpbITbiX DNS-, NTP-, SSDP-, Memcached-,
MPOKCK- N WHbIX CEPBUCOB OS89 YyCuaeHus aTak nmbo COKpbITUA UX WCTOYHMKA; CO34aHWSA, pa3MelleHus,
aKcnayaTauum unm ynpasneHnsa 6otHeTamu, C2-MHMPACTPYKTYpPON, MPOKCU-CeTAMM NMOO MHBLIMU CpeacTBaMu
yOanéHHoro yrnpassieHuUs BPeLOHOCHbIM MNpPOrpaMMHbIM obecrnevyeHneM; Co3faHUs, XpaHeHUs, pacnpocTpaHeHus
WIN WCNOJSIb30BaHUS BUPYCOB, TPOSHOB, 4epBeW, nporpaMmMm-BbiMoratenenm (ransomware), spyware, stealer-
nporpamm, rootkit, dropper, loader, backdoor, kpunTogxekepos, webshell n NHbIX BpeOOHOCHbIX NpoOrpaMm naun
KOMMOHEHTOB; NPOBEOEHNS KapAUHIa, NPOBEPKM YKPaAEHHbIX BaHKOBCKUX KapT, MOXULWEHHbIX YYETHbLIX AaHHbIX,
obxona aHTUdpoOJ-cncteM NMbO MHOM AEATENBLHOCTU, CBA3AHHOMN C MAATEXHbLIM MOLIEHHNYECTBOM; OpraHm3aumm
duvwurHra, apMuHra, coumasbHON MHXeHepuKn, Co34aHna noaaesibHbiX CTPaHWL aBTopu3aunm, CanToOB-KJIOHOB,
MOLUEHHNYECKNX WHTEPHET-Mara3nHoB, WHBECTULNOHHbLIX CXeM, (UHAHCOBbLIX MUpPaMnUb W WHbIX CEPBMUCOB,
HanpaBJIeHHbIX Ha BBEAEHME NoJsib30BaTesNen B 3abnyxaeHne; o6xona TEXHUYECKUX CPeACTB 3alMTbl, MEXaHN3MOB
nnueH3snpoBaHusa, DRM, aHTUYUT-CUCTEM, CPEACTB ayTeHTUPUKaumm nmbo nHbIX cnctem 6e30macHOCTM; MacCoOBON
perucTpaunm y4éTHbIX 3anmcen, obxoda OrpaHW4eHUM CTOPOHHUX CEPBUCOB, WCKYCCTBEHHOW HaKPyTKWU
MPOCMOTPOB, MOAMUCYHNKOB, JTANKOB, FOJIOCOBAHUIN, OT3bIBOB, PENTUHIOB U MHLIX NMOKa3aTesen; BMellaTebCTBa B
paboTy nnatdopmbl Onepatopa, obopyaoBaHMA, CeTEBON MHMPACTPYKTYPbl, MporpaMmMHoro obecnevyeHmnsa nnbo
YCNyr OPYrux KJANeHTOB; CO34aHNSA Ype3MepHOW Harpyskm Ha MHPPacTpykTypy OnepaTopa 1MBO MCNONb30BaHMS
pecypcoB crnocoboMm, cnocobHbIM MOBAUATL Ha CTabWMAbHOCTb WAW OOCTYNHOCTb YCAyr ANA APYruX KJANEHTOB;
OCYyLLeCTBNIEHUSA WHOW [AeATeNIbHOCTU, Hapyllalwen npuMeHUMoe 3aKOHOOaTesbCTBO, MNpaBa W 3aKOHHbIE
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MHTEpechl TpeTbux nuu nnbo co3natoLlein yrpo3y 6e30nacHOCTU MHPOPMALIMOHHBIX CUCTEM.

3.3. 3anpewaeTcsa TakXe WCnosb3oBaTb Ycayrn ans: paboTbl HeNNUEH3UPOBaHHbIX (UHAHCOBLIX CEPBUCOB
(Bkntoyas o06paboTky nnaTexen, oOMeHHble CepBUCbI K CEpPBUCHI MepeBOAda MAEHEeXHbIX CpencTs) u
HeJINLEH3NPOBAHHbIX a3apTHbIX CEPBUCOB; Pa3MeELLLEHNS OAaPKHET-MAO0LWAO00K U CEPBUCOB, NMpeaHa3Ha4YeHHbIX s
AHOHMMHOI0 A0CTYMa K HE3aKOHHOMY KOHTEHTY; AeATe/IbHOCTU, HanpaBieHHON Ha 06X04 CaHKLMOHHbIX PEXVMOB
WA NoAnep XKy NuL, HaxoOsWMXCs Mod MNPUMEeHUMbIMU CaHKUUAMW; OOKCUMHIa, «CBAaTTUHra» u nybnmkauum
YaCTHOW WHGOPMaUMM B LENsxX yrpos, npecaefoBaHMs WAW 3anyrMBaHUA; a TakXe ONs CO34aHMSA JIOXKHOro
BrievyaTneHns ob acddpunmpoBaHHOCTU ¢ OnepaTopoM unm ob onobpeHnn OnepaTopoM AesTenbHOCTU KnneHTa.

3.4. HyneBasa TepnnMocCTb: ntobble MaTepuaabl CeKCyasbHOW aKCcnayaTaunm geten (CSAM) BnekyT HEMEASIEHHYIO
610KMPOBKY AOCTYNa 1 NpekpalleHne Bcex Ycnyr 6e3 npeaBaputenbHOro yeegomneHus n 6es3 sosspaTta cpeacTs (C
rnocnenyouwmm yseaoMaeHmneMm, korga 3to tpebyetcsa npuMmeHnMbIM NnpaBoM). OnepaTop CoOXpaHsAeT OTHOCSALMECH K
HapyLleHUto AoKa3aTenbCTBa (KypHasbl 4OCTYNa, AaHHble AKKayHTa U NaaTe)xen) B 3alMIWLEHHOM XpaHUINLLE He
MeHee 90 (meBsiHOCTa) KaneHAapHbIXx AHen nnbo B TedyeHue 6Gonee [ANTENbLHOrO Cpoka Mo TpeboBaHuUO
KOMMEeTEHTHOro OopraHa 1 nepenaért CBeAeHUs B KOMMETEeHTHble MpaBOOXpaHUTENbHble opraHbl. KnneHT He
YyBEAOMJISIETCS, €C/IN YBEAOMJIEHNE MO)XXET MNoMellaTb pacciefoBaHMIO UM 3anpeLlleHo 3akoHoM. CoobuieHus o
CSAM paccmaTpuBaloTCs C HaMBbLICLUMM MPUOPUTETOM BHE OObI4HbIX CPOKOB pa3gena 12 v MoryT mofaBaTbCs
AHOHNMHO.

3.5. Opranmsaumsa nybanyHbix (0TKPbITbIX) NPoKCU-cepBepoB, NybanYHbIX VPN-cepBMCOB, BbIXOOHbIX Y3708 TOR 1
VMHbIX NyBAMYHbIX CEPBUCOB aHOHMMU3auum 6e3 npeaBapuUTeNbHOro MUCbMEHHOro cornacus OnepaTopa
npu3HaéTcsa rpybbiM HapyLeHneM. Micnonb3oBaHue YacTHoro VPN ans cobcTBeHHbIX HY)X O KnneHTa pa3peLleHo.

4. NHble HapyLueHuna 4.1. 3anpeLlatoTcs 1 No obuemMy npaBuay OTHOCATCA K HapyLUeHnaM KaTeropum B: xpaHeHue u pacnpocTpaHeHune

(kaTeropus B) KOHTEHTa, HapyLlaloWwero aBTOPCKUE U WHble MpaBa WHTENNIEKTYaslbHOM COBCTBEHHOCTM (BKtOYas pa3fady
TOPPEHTOB 1 (pannoobMeH C HapylalWmMMN MaTepmasaMmn); ManHUHI KPUMTOBAsOT, Bangaunsa (KCTENKUHI» C
MCMN0JIb30BaHMEM BbIHNCANTESIbHbLIX PECYPCOB) M aHaNOrMYHasa BblHMCANTENbHAA AeATeNIbHOCTb, €C/IN OHa NPSAMO He
pa3pelleHa onncaHmem Tapuda nnmbo npenBapuTesbHbIM MUCbMEHHbLIM corslacuem OnepaTopa, KOTOPOe MOXKeT
ObiTb 0B6YCNOBNEHO AMMUTaAMU PEeCcypCoB U OOMNOJHUTENIbHOWM NJAaTon; OAuMTesibHas aHOMajslbHas Harpys3ka B
3HaYeHUn pasgena 5; aBToMaTU3NpPOoBaHHLIN C6OP AaHHbIX (MAPCUHI) C HapYLUEHWEM YCTIOBUIN CTOPOHHUX CEPBUCOB;
ANgenkn n creHepmnpoBaHHbIi U KOHTEHT, HapyLlalowWwmin NnpaBa TPeTbUX JIUL,; CEPBUCHI «MAaCCUBHOMO A0X04a» C
pa3fadven NponyCcKHOM CrOCOBHOCTY N aHaNIOrNYHbIe; pa3MeLLeHne NopHorpanyecknx MaTepmasnoB U CCbIJIOK Ha
HUX; peKaMHOe U KJIMKOBOEe MOLLUEeHHNYeCTBO, UCKYCCTBEHHAs HaKpyTKa NPOCMOTPOB, NOAMUCYUKOB, PENTUHIOB U
MHbIX MOKa3aTenen; sKCnayatayumns oTKpbITbiXx DNS-pe30sBepoB, OTKPbITbIX SMTP-peneeB n NUHbIX HEKOPPEKTHO
HaCTPOEHHbIX CEPBUCOB, MPUrOAHbLIX OS89 aTakK YCUEHUS; COXPaHEeHWe KOHTEeHTa, ABAflWeroca npeameToMm
obocHOBaHHOM >anobbl 0 HapylweHUM npaB (BkAwYas ysepomseHus Tuna DMCA), nocne wmnctedeHus cpoka
yCTpaHeHus.

4.2. Mpwn HapyweHun Kateropun B OnepaTop HanpassseT NUCbMEeHHOe npeaynpexneHne vyepes TukeT-cuctemy
WM MO SNEKTPOHHON MoYTe C yKasaHMeM CpoKa YCTPaHEeHUS — He MeHee 24 (aBajuaTu YeTblpéx) YacoB 1 He Bonee
5 (natun) paboynx oHen, ecnan xapakTep HapylweHus He TpebyeT nHoro. ECnm HapylleHne He yCTpaHeHO B CPOK,
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3aTPOHYThle YCAyrn MoryT ObiTb OrpaHUYeHbl UK NPUOCTaHOBIEHbI; MOBTOPHbLIE UIN HEYCTPaHEHHbIE HapyLUeHNUs
MOTYT MOBJIeYb NpPeKpallleHne 1oroBopa B nopsake npumeHnmMoro CepBUCHOMO CoralleHus.

4.3. OnepaTop BrnpaBe KBaAMMULMPOBaTb HapylleHne KaTeropum B kak rpyboe (kaTeropus A) C y4€TOoM ero
TSOKECTW, YMbIC/la, MOBTOPHOCTU M MocneacTeuin. M HaobopoT, Mpu MNepBOM HeyMbIWIEHHOM HapyLlIeHUW
(HanpuMep, NpyY KOMMNpoMeTauun cepBepa KnveHTa TpeTbMMU AnLaMn Uan owmnbke KoHdurypaumm) OnepaTtop
MOXKET NMpUMeHnTb Bosiee MArkyo Mepy — npenynpexneHne Ui BpeMeHHoe orpaHuYyeHue.

5. Pecypchl, Tpaduk u 5.1. KnneHT 0653aH cobntopatb MMMUTLI pecypcoB Tapuda. Ha Tapudax ¢ pasgensgeMbiMn pecypcaMu 3anpeLllieHa
IP-appeca MOCTOSAHHAA MaKCuUMarsnbHasa yTunmsaumnsa CPU, OUCKOBbIX omepauuni mnam ceTu, yxyglwawuwasa paboTy apyrux
KJINEHTOB («aHOMasibHas Harpyska»).

5.2. Ona yenen Hactosawen AUP «annTesibHOM aHOMalbHOW Harpy3kom» Ha Tapudax C pasgensaeMbiMmn pecypcamu
rno obwemy npasuay NpmM3HaéTca ncnosab3oBaHme 6onee 90% BblaesneHHbIX pecypcos VCPU 6onee 12 (aBeHaauaTm)
YacoB HenpepbiBHO Nnbo 6onee 72 (cemmpecaTu OBYX) YacOB CyMMapHO B TeyeHue nobbix 7 (cemun) OHER.
KpaTKoBpeMeHHble MKK (Kak NpaBuio, 40 4 (4eTblpéX) HacoB B TevyeHue ntobbix 24 4acoB) [ONYCTUMbI, €CJIN OHN He
yXyALWwaT paboTy yCnyr opyrux KJIMeHTOB.

5.3. Mpwn BANAHUN Ha CTabuAbHOCTb MHMPACTPYKTYPbl UM KavyeCTBO yCAyr Apyrux kameHtos OnepaTop Brpase
BPEMEHHO OrpaHM4YUTb PEeCcypchbl, 3anNpoCMTb OMNTUMU3aALMIO Harpy3km nmbo npennoxuTb nepexon Ha 6onee
noaxonawmnin Tapud. KnneHT o6a3aH pasyMHO COAENCTBOBaTb TakMM 3anpocam.

5.4. NponyckHas cnocobHOCTbL NopTa, burst-CKOPOCTb, NIMMNTLI TparKa 1 MOCIEACTBUA UX MPEBbLILLEHNSA (BKAOYaS
orpaHu4yeHue npomnyckHor cnocobHoCTUM M nepeBon Ha Tapud C BblOESIEHHbIM KaHaJIoM K OorJiaTon Tpaduka)
yCTaHaBAMBAOTCA NpUMeHUMbIM CepBUCHLIM cornaweHneMm (NyHKkTbl 5.11-5.14 My6nn4Hon odepTbl PO, NyHKTHI
4.7-4.10 Terms of Service) n Tapudamun. Takme orpaHu4eHuUs, NpPUMeHEHHbIe B COOTBETCTBUN C CepBUCHBLIMU
cornaweHmnamu, He asnsaTca MNpoctoem no SLA (NyHKT 2.4 SLA).

5.5. 3anpelwlaeTca cuctemMaTmdeckoe oopMaeHmne n oTMmeHa Ycnyr (B TOM Yyucne ¢ TpeboBaHUsMM BO3BpaTa UK
nepepacyéTta) c uenbto nepebopa IP-agpecoB, nonyyeHmss HoBbix IP-agpecoB nmbo obxopma 6J0KMPOBOK,
HaJI0)KeHHbIX Ha IP-agpeca. CBA3aHHbIN INMUT — He Bonee 2 (AByx) nmepepacHéToB Mo AKKayHTY (YY4ETHOWM 3anuncu)
B KaJleHOapPHbIN Mecsl, — YCTaHOBJIEH NPUMeHUMbIMU CepBUCHbLIMUK COrnalleHnamMm, onybankoBaHHbIMK Ha CanTe.

5.6. IP-agpeca npenoCcTaBsATCA UCKIOYNUTENIbHO A1 UCMOJIb30BaHNSA COBMECTHO C YCyramMm M ocTaroTCsa non
KoHTponem OnepaTopa. Oencteua KnmeHTa, MOBJeEKLWME BKJOYEHME MpenocTaBieHHbIX IP-agpecoB B YEpHble
Ccnuckuy (cnam-6a3bl, rocyfapCTBEHHbIE PEECTPbI, CMUCKN BJIOKMPOBOK MNATEXHbLIX CUCTEM, MHTEPHET-MIAaTHOPM 1
VHbIX OpraHmM3aunin), Nnpu3HatoTCca HapylweHnem Hactosawen AUP. B Takom ciydyae OnepaTop BnpaBe B3blCKaTb C
KnneHTa dakTu4eckn MOHEeCEHHble pacxodbl Ha WCK4YeHune IP-agpecoB M3 COOTBETCTBYIOLIMX CMUCKOB nbo
3aMeHUTb 3aTPoHYyThle IP-agpeca Ha NJaTHOW OCHOBE.

5.7. B cny4ae npekpalleHnsa okasaHua Ycnyr BCneacTBMe HapyLLIeHNs, YKa3aHHOro B NyHKTe 5.6, nocsiencTeusa ons
BO3BpaTa [OEHEeXHbIX CpencTs onpenensinTcd npuMeHuMbiM CepBUCHBLIM COrjlalleHneM u  MNpUMEeHUMbIM
3aKoHogaTenbCcTBOM. OnepaTop BMNpaBe yAepxaTb W3 CyMMbl, MOANeXxallen BO3BpaTy, LOOKYMeHTasibHO
NnoATBEPXKAEHHbIE pacxodbl Ha WCK/YeHue |P-agpecoB M3 cnNMCKOB O6MO0KUPOBOK, UX 3aMeHy W yCTpaHeHue
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NMoCcneacTBUIA HapyLLUEHUS; eCqIM TakuMe pacxodbl pPaBHbl CyMMe, MoAfiexallel BO3BpaTy, WKW MpPeBbILLAT eé,
BO3BpAT HE MPOoM3BOAUTCS.

6. dneKkTpoHHasa nouTa, 6.1. MopT 25 (SMTP) Nno ymon4aHMIO 3aKpbIT Ha BCcex Tapudax.

Alredabdz bl DI Lt el 6.2. KNMeHT MOXEeT 3anpocuTb OTKPbITUE nopTa 25 4vepe3 TukeT-cuctemy. OTKpPbITME OCYLLECTBASETCA MO
ycMoTpeHuto OnepaTopa, MoxeT TpeboBaTb MPOBEPKU MpPenrnonaraeMoro MCrosb30BaHUs U cobroaeHus
aHTUCnaM-TpeboBaHNi, MOXeT OblTb 06YC/I0BJEHO [AOMOSHUTENLHON MIAaTON U He rapaHTUpyeTcs; OTKa3 B
OTKPbLITUN MopTa 25 He ABIAETCA OCHOBAHMEM A1 BO3BPaTa [eHEeXHbIX CPeCTB.

6.3. MaccoBble e-mail-paccbikKy ONYCKalTCa TONbKO Npy cobnoaeHn NpUMEeHNMOro 3aKoHoAaTelbCTBa O cname,
BKJt0OYasa mpenBapuTenbHoe (opt-in) cornacme nonydatenen, paboTarowmn MexaHU3M OTMUCKM U AOCTOBEPHYIO
NOEHTUPUKALNIO OTNpPaBUTENA, N B nNpegenax TeXHUYeckux nummtoB Tapuda. OnepaTop BrpaBe 3anpoCuTb
[OKasaTeNbCTBa COrflacus rnoay4vaTenen u y4mTbiBaTb YPOBEHb Xanob.

6.4. KnneHT 0653aH nogaep>xmeaTb KoppekTHble 3anucu SPF, DKIM n DMARC gns OOMEHOB, UCMOJIb3yeMbIX OJ15
OTMNpPaBKW MoYThbl Yepes Ycayru.

6.5. OnepaTop BrpaBe OTC/eXNBaTbh arpermpoBaHHbIe NMOKa3aTe M PACChIZIOK U OrPaHNYMBaTh MOYTOBLIA TPAaUK,
Korga 3To HeobxoaMMo A/ NpefoTBpaLlLeHNs 3/10ynoTpebeHnin U 3aWmnTbl penyTaunum CBoel ceTu.

7. JInueH3upoBaHue 7.1. OnepaTop He NpPodaéT n He cybnnueH3npyeT CTOpOHHee NporpaMmMHoe obecneyeHne, ecam MHOe MNPsSMO He
nporpaMMHOro yKasaHo B Tapude wmnnm cy4éTte. lNpumeHaeTca mogenb «bring your own licence»: KnmeHT caMOCTOSTENbHO
obecneueHus npunobpeTaeT HeobxoanMble eMy NULIEH3NN.

7.2. KnneHT rapaHTUpyeT Hannmyne A[eNCTBUTENbHbIX JIMLUEH3MA Ha BCE nporpamMMHoe obecneyeHue,
YCTaHOBJIEHHOE WX UCMOJIb3yeMoe Ha Ycayrax.

7.3. HeaKTnBMpPOBaHHbIE 06pa3b| onepaunoHHbIX CUCTEM N YCTaHOBOYHblE HOCUTENN MOTyT MNpenocCcTaBNiIATbCA
NCKNKYNTENbHO A4 y)J,O6CTBa n TEeCcTnpoBaHUA, OTBETCTBEHHOCTb 3a WX aKTuUuBaUWUIO 0enCcTBUTEsIbHbIMNA
JINLUEH3UOHHBIMN KJto4aMU HECET KIMeHT.

7.4. KnneHT BO3MellaeT AOKYMEHTaIbHO NoATBepXAEHHbIe YObITKU, TpeboBaHUs 1 pacxonbl OnepaTopa (BKI0Yas
pacxogbl Ha ayAuT W wWTpadbl), BO3HUKLUNE BCAeOCTBME HapyleHus KAWeHTOM yC/I0BUA NMLEH3MPOBaAHUSA
nMporpamMMHoro obecneyeHus, B nopsaake npMmMmeHnMMoro CepBMCHOrO COralleHmns.

8. Kputnueckue 8.1. Ycnyru He npefHa3Ha4vYeHbl 419 UCMNOoJIb30BaHMNA B COCTaBe CUCTEM, 0TKa3 UK HapyLleHne YHKLNOHNPOBaHUSA
CUCTEMbI KOTOPbIX MOXXEeT TMoBJIeYb Yrpo3y >KWU3HW, 3[40POBbI0O JIOOEN, NpUYNHEeHMe Bpeda OKpyxawLlien cpege,
3HaYNTENIbHbIN MaTepuasbHbIi yuwepb NnMbo nHble TSHKKNUe NMocnencTBUs, BKOYAss MegULMHCKNE, aBUaLNOHHbIE,
MPOMbILUIEHHbIE N UHbIE KPUTUYECKN BaXKHble CUCTEMbI. Tak)xe YCiyru He npefHa3Ha4YeHbl 4519 UCNO0JIb30BaHNA B
obbekTax KpUTMYeCcKon WHHOOPMALMOHHON WHMPaACTPYKTYpbl B CayYasX, MNpeayCcMOTpeHHbix @PenepasbHbiM
3aKOHOM OT 26.07.2017 Ne 187-®3 «O 6e30MacHOCTU KPUTUYECKON WHGOPMAaLMOHHON WHMPaACTPYKTYpPbI
Poccuinckon ®depepaunm». KnMeHT NOATBEPXKOAET, 4YTO He WUCnoJsb3yeT YCayrn ONa yKasaHHbIX Lesnen, u
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CaMOCTOSATEeSIbHO HECET OTBETCTBEHHOCTb 3a nocnencTBma TakKoro UCrnoJyib3oBaHu4d, ecJim OHO UMeJ10 MeCTO.

9. loCTOBEpPHOCTb 9.1. KnueHT 0653aH NpenocTaB/isATh TOYHbIE U MOJIHbIE KOHTAKTHbIE JlaHHbIE MPU PErncTpaumm 1 NoaAepP>XXMBaTb NUX
OaHHbIX AKKayHTa aKTYaJIbHOCTb B COOTBETCTBUN C NPpMMeHNMbIM CEepBUCHbLIM COTJlalleHneM U Mofb30BaTeIbCKUM COrJIalleHNEM.

9.2. OgHOpa30BbIE N BPEMEHHbLIE afpeca 3IEKTPOHHON MOYTbl HE MOFYT UCMOJIb30BaTbCHA B KAYECTBE KOHTAKTHOIO
agpeca AkKkayHTa. OpMeHTUpPOBaHHbIE Ha KOH(PULAEHLUMANIbHOCTb MOYTOBbIE CEPBUCHI C MOCTOAHHBIMU AWMUKAMU
0[HOpPa30BbIMUN HE CYMUTAKOTCA.

9.3. Mpun 060CHOBAHHOM MOA03PEHNN, YTO KOHTAKTHbIN afpec siBNAeTCs oAHOpa30BbiM B0 AaHHble AKKayHTa
HepocToBepHbl, OnepaTop yBepomaseT KimeHTa M npefocTtaBnseT He MeHee 48 (copoka BOCbMW) 4acoB Ha
obHOBNEHME OaHHbIX 00 MPUMEHEHUSA OrPaHUYEHNN.

9.4. I3MEHEeHNs KOHTAKTHbIX OAaHHbIX J0/KHbI ObiTb OTpakeHbl B AKKayHTe B TeyeHue 7 (cemu) KaneHOapHbIX
[HeNn. Bce naHHble AKKayHTa O0/KHbI ObITb MOAJIMHHBIMUY, NPUHAANEXaTb KNNMEHTY 1 He BbllaBaTb €ro 3a Apyroe
JINLLO; AN IPUANYECKUX NNLL AKKayHT PermcTpupyeTcs YrnoJIHOMOYEHHbIM NMpeacTaBuTesNeMm.

10. Be3onacHOCTb U 10.1. NMpun KomNpoMeTaunmn cepBepa KnneHTa nan ero BOBJIEHEHMN B 3/10yNOTpebnTeNnbHY akTUBHOCTb OnepaTop
pearupoBaHue Ha yBegomnseT KinmeHTa, Korga 3TO MNpPakKTUYeCKW BO3MOXKHO, W BripaBe MNPUMEHUTb Mepbl, NpeayCcMOTpPeHHble
MHUMULOEHTDbI pasgesom 11.

10.2. Mo mMoTMBMpOBaHHOMY 3anpocy OnepaTopa KnneHT ob6si3aH onepaTUBHO YCTPAHUTb YA3BUMOCTU, YOAIUTb
BpeOoHOCHOe MnporpaMmHoe obecnevyeHue, nNpu HeobXxoOMMOCTM MepeyCcTaHOBUTb OMEepaLMOHHYD CUCTEMY U
CMEHUTb CKOMIMPOMETUPOBAHHbIE YHYETHbIE AAHHbIE.

10.3. KnuneHT o06s3aH [06pOoCOBECTHO COAENCTBOBAThL PACC/IefOoBaHUI0 WHUMAEHTOB U abuse-obpalieHuin u
npeaocTaBNATb OTHOCALLUMECS K [efly XKYpHalbl U CBeAeHUs B npeaesax, 4ONyCKaeMbiX MPUMEHUMbIM MPaBOoM.

10.4. OnepaTop UCMoJIHAET 0b6si3aTesIbHbIe 3aMNPOChl KOMMETEHTHbIX FTOCYAAaPCTBEHHbLIX, PEryNSATOPHbLIX U CyAebHbIX
OPraHoOB NPMMEHUMbIX IOPUCOVKLNNA.

11. Mepsbl pearupoBaHua 11.1. B cnydae HapyweHus Hactosiwen AUP OnepaTop BnpaBe C y4€TOM XapaKTepa, MPOAOSIKUTENbHOCTM,
TSOKECTM U MOCNeACTBUN HapYLIEHUS NPUMEHUTb OAHY WM HECKOJIbKO Mep: HamnpaB/eHue npenynpexneHus c
TpeboBaHMEM YCTPaHUTb HapyLUeHMe B yCTAaHOBJIEHHbI CPOK (He MeHee 24 YacoB U He 6onee 5 pabounx gHein, ecnn
XapaKTep HapylleHusa He TpebyeT WHOro); MoJIHOE WM YacTUYHOe orpaHuvyeHue nmnbo NpPUOCTaHOBJIEHUE
npefnocTtaBneHns Ycnyr; 6JI0KMPOBKY OTZAesbHbIX pecypcoB, IP-agpecoB, MoOpToB, CETEBbIX COEAUHEHWUA WU
OTOEeNbHbIX BUIAOB TpaduKa; NpekpalleHue OelCcTBUS OorosBopa B nopsgke, NpeayCMOTPEHHOM MPUMEHUMbIM
CepBUCHbIM cornaweHneM. Mpu rpybbix HapyweHusx (pasaen 3) nnbo npu Hanu4mm obsisaTesbHbIX TpeboBaHWU
KOMMEeTEHTHbIX OPraHOB Mepbl MOIyT MPUMEHSTLCSA He3aMeaINTesNbHO 1 6e3 NnpeaBapuUTeNbHOr0 YBEAOMIEHNUS — C
nocrenyowWmnm ysegomneHnem KnmeHTa o NpuHATLIX Mepax U NpuyrMHax nx npuMeHeHns B TevyeHne 24 4acos.

11.2. OnepaTop BeOET BHYTPEHHUN YYET NOATBEPKAEHHbBIX HAPYLUEHUNN MO KaXXA0My AKKayHTY, OTpa>katloLWmnn nx
KOJINYECTBO U TAXKECTb. [MOBTOpPHbLIE N CUCTEMATUYECKME HapPYyLUEeHUs BJIEKYT HapacTatowme Mepbl BMJIOTb A0
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npekpaLlleHns 0oroBopa; 0HO 4OCTAaTOYHO CepbE3HOE HapyLleHne (B YaCTHOCTM, HapyLLEHWEe KaTeropum A) MoxxeT
nossievyb HemepdsieHHoe npekpauleHne. OTOo3BaHHbIE, YCMELIHO OCMOPEHHbIe UAN OWNOBO0YHO 3ahUKCUPOBAHHbIE
»Kanobbl He Y4 ThLIBAOTCA.

11.3. KnueHT ob6si3aH oTBe4YaTb Ha abuse-yBegomneHus B TedyeHue 24 (oBaguaTh 4YeTbIpEX) YacoB C MOMEHTa
HampaB/ieHUs yBeOoMJieHNs 4epe3 TUKeT-CUCTEMY WIN MO 3/IEKTPOHHOM noyTe. OTCyTCTBME OTBETa B CPOK —
CaMOCTOSATeNIbHOE OCHOBaHWe A8 NPUOCTaHOBIEHNS.

11.4. KnneHT BNpaBe HanpaBUTb MOTUBMPOBAHHOE BO3pa)keHne NpPoTUB NPMMEHEHHOI Mepbl Yepes3 TUKEeT-CUCTEMY
C NPUJIOXKEHMEM NMoATBep K AAWMX cBeAeHWA. Mepbl, NpUMeHEHHbIe oWnboYHO, OTMeHsTCs 6e3 HeoHoCHOBaHHO
3alePXKKMU.

11.5. NMpuocTaHoBEeHNE NN NpekpaLlleHue Ycnyr BC/ieACTBME HapylweHusa HacToswen AUP He KoMneHcnpyeTcs;
rnocnencTeBus A/ BO3BPATOB OMpenensatoTcsa npuMeHmMbiM CepBUCHbLIM COrJlalleHNEM U MPUMEHUMbIM MPaBOM.
CucTtemMHble 3anucy OnepaTopa ABAIOTCA OCHOBHbIM L0Ka3aTesIbCTBOM (DaKTa U BPEMEHU HapyLLUEeHUS.

11.6. KnueHT BO3MellaeT OOKYMeEHTasibHO MoATBEPXAEHHble ybbITkM OnepaTtopa, NMPUYUHEHHbIE HapPYLUEeHUEM
(BkNtOYas wWTpadbl peecTpoB M MAATEXHbIX CUCTEM U pacxodbl Ha 06paboTKy abuse-xanob), B nopsake,
npenycMoTPEHHOM NpMeHUMbIM CEPBUCHbBIM COrlalleHnem.

12. CoobwieHun o 12.1. CoobuieHna o HapylleHusAX NpUHUMatoTCs Ha abuse@serv.host nnm 4epes TukeT-cuctemy. OnepaTop He
HapyweHusax (notice and ocyuwecTBndeT NpeaBapuUTesibHY0 MOAEPALMI0 KOHTEHTA KJWEHTOB U AENCTBYET Ha OCHOBAHMM MOCTYMUBLLMX
action) coobLeHnin 1 CobCTBEHHOr0O MOHUTOPUHIa.

12.2. CoobuieHne o HapyLWeHUN O0JIXKHO COAEep>KaTb: AOCTAaTOYHO 060CHOBaHHOE O0OBbSICHEHME, MOYEMY KOHTEHT
NN OeATeNbHOCTb CYUTATCA He3aKOHHbIMKM NnMbo HapywatwmuMmm HacToawy AUP; ToyHOoe pacnosioxeHue
maTepunana (URL, IP-agpec u uHble naeHTUPUKaTOPbI); UMS (HauMeHOBaHME) U afpec 3IEKTPOHHOW MOYThI
3aasuTtens (ans coobweHnn o CSAM — no rxenaHuto); 3aaBneHne o O06pPOCOBECTHOCTU N OOCTOBEPHOCTWU
N3M0>KEHHbIX CBeadeHun. MNopava coobuieHnn becnnaTHa.

12.3. OnepaTop noaTBep>kKgaeT nojydyeHue coobuieHMsa v NpUCTynaeT K ero pacCMOTPEHMI0, KaK MpaBuio, B
TeyeHune 24 (oBaguaTn YeTbIpEéX) YacoB (48 (copoka BOCbMU) HYacoB — AN C/lydaeB, Tpebywowmx yrnybnéHHoro
aHanu3a), paccMmaTpuBaeT coobuieHns [oO6pocoBEeCTHO U OOBLEKTUBHO, HE WCMNOJb3yeT WCKAYUTESIbHO
aBTOMaTU3NPOBaHHbIE CPeACcTBa A8 MPUHATUA pPeELIeHUn W, €CN 3asBUTENb YKa3aJl KOHTaKTHble AaHHble,
YyBELOMJISIET €ro 0 NPUHATOM peLUEHUNN.

12.4. Ecnn no pe3synbTaTaM PacCMOTPEHUSA K KOHTEHTY wam Ycayram KnueHTa npuMeHeHbl Mepbl, KnueHTy
npenocTaBiAeTCs U3JI0XKEHMEe MPUYnH, U OH BrpaBe BO3pa3nTb B Nopsake nyHkTa 11.4, 3a NCK/04eHVEM CJly4aes,
Korga yBeOoMJieHMe 3anpelleHo 3aKOHOM Inbo MOXKEeT rnoMellaTb paccnenoBaHuto (BkoYas ciydam CSAM no
MYyHKTY 3.4).

12.5. 3aBeOMO /I0XKHble U HegobpocoBeCTHbIe »Kasobbl 3anpelleHbl; OnepaTop BNpaBe 0TKa3aTb B paCCMOTPEHUN
hanbHenwmnx coobuweHnnm nx otnpasutenen. OnepaTtop paccMaTpmBaeT BCe coobLieHuns, HO He 06A3aH packpbiBaTb
neTann n pesynbTaTbl CBOUX paccne,u,osaHmVl.
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13. N3ameHeHue AUP 13.1. Hactodwaa AUP MoXeT WU3MeHATbLCA B nMnopsgke, YCTaHOBJIEHHOM MpUMeHUMbIMKU  CepBUCHBIMUA
cornaweHmnamu, onybnnkoBaHHbiMK Ha CannTe. AKTyanbHas Bepcus AUP nybnnkyeTcsa Ha CanTe.
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